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Testing large complex system is expensive and highly resource consuming. 

Studies estimate that about 30 % to 50 % of the resources in an average 

software project are typically allotted to testing alone. To add more fuel to the 

fire, many of these bugs remain undetected due to poor testing strategies that 

lead to disastrous consequences.  In spite of such huge resource allocation, the 

unreliability is due to the fact that Software testing is typically a Manual 

process. Documentation is an effective way to identify the behaviour of the 

system, but it is hardly up to date or written by people who do not understand 

the system. Without a guide to effectively test the system, the human tester is 

forced to use intuition to select test cases that exercises the full system.  

 

The project will aim to develop a technique to automate testing of unfamiliar 

systems. There are already tools that can do this, but these are not particularly 

accurate, and can often end up producing rules that are misleading. The 

technique introduced – ILUSTRATOR (Inductive Learning USing Tests by 

RAndom generaTOR) is based on novel machine learning techniques to infer 

models from unfamiliar systems. Inference by induction is the key concept 

dealt in this project. The outcome of the project will be a rigorous, automated 

test case generator for unfamiliar black-box systems, supported by inductive 

testing and novel machine learning techniques that can be applied to a larger 

and realistic software system. 
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Chapter 1 

1. Introduction 

1.1. The Problem 
Programs could be large, complex and hard to understand. They could be 

thousands of lines long and the structure could be complex with many 

functions, methods or modules. The different methods will have individual 

functionality which contributes to the overall behavior of the system. Testing 

such large and complex system can be complex. Understanding their 

functionality to test them effectively is a tedious process. While trying to 

understand the programs behavior, the developer can easily lose track of the 

individual functionalities. This often results in assuming certain functionality 

of the modules or even worse ignoring them.  

1.2. Motivation 
Testing large complex system is expensive and highly resource consuming.  It 

is estimated that about 30 % to 50 % of the resources in an average software 

project are typically allotted to testing alone [1]. Three quarters of organizations 

(77%) claim that testing is an essential investment, but more than half (55%) 

admit they do not have a consistent approach to software testing.  In spite of 

such huge resource allocation, certain bugs remain undetected and lead to 

disastrous consequences. This unreliability is due to the fact that testing is 

primarily a Manual task.  

Trying to read the code manually will result in massive time consumption. 

Documentation usually gives a fair amount of understanding about the overall 

systems behavior, but programs are hardly well documented. They are either 

not clear or not up to date or documented by people who don’t understand the 

system. In Worse case, documentation is ignored.  Lack of coding standards 

adds more fuel to the fire. 

“A consistent set of coding standards will result in - 30% fewer bugs - 30% faster 

development - 80% lower maintenance cost. Above all 100% of us coders will be 

far happier with this change.” – Unknown 

Without a guide to effectively test the system and to compare against, the 

human tester is forced to use intuition to select test cases that exercises the 

full system. The motivation behind the project was this same fact that testing 



2 
 

unfamiliar systems is forced to explore them in terms of its externally observed 

behavior. Generating a model of the system based on its behavior and testing 

them rigorously with expected inputs and corresponding outputs would build 

test cases that exercise the entire functionality of the system.  By probing the 

systems behavior we build up the test cases along with the model which guides 

the developer to improve understandability of the unfamiliar System. 

1.3. Aim & Objectives 
The aim of the project will be to develop a technique called ILUSTRATOR 

(Inductive Learning USing Tests by RAndom generaTOR) that would help a 

developer to understand a large complex program and test it using Inductive 

testing. The technique will learn rules of a program behavior, by watching it 

execute.  This is otherwise known as Dynamic analysis.  The original aim of the 

project was to use Inductive Logic programming for this purpose and to develop 

a tool which will analyze existing programs, and infer the rules using existing 

ILP framework (Called Progol). The task was to extract traces from the 

programs we want to analyze, and to recode them in a suitable manner for 

Progol to analyze. This however failed and details will be discussed later 

(Section 1.4.2) in the paper. 

Inductive testing is based on the idea of inferring models inductively from a 

program execution. It is a combination of model inference and software testing, 

in which we probe the system’s behavior by execution and build a hypothetical 

model. The key challenge of inductive testing would be to find a finite training 

set that hold enough information about the system’s behavior and which could 

be used to generate a sufficiently accurate model. This can be obtained only 

when there is a broad range of examples. 

The idea proposed is not new but none of the previous attempts were 

successful. Tools based on these techniques have been developed in the past 

but they were not accurate in inferring models or often produced misleading 

results. In the past, I nductive testing focused greatly on the inferred models 

and ignored the suitability of test cases generated in the process [2]. 

This project will be based on Inductive inference [3], which is the process of 

hypothesizing a model from a set of examples of the system. Software testing 

and Inductive Inference are like two sides of a coin. The former generates a 

finite set of test cases that attempts to fully exercise the system while the latter 

attempts to create a model of the system from the finite set of examples. In 

reality Inductive Inference is the reverse of software testing.  
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The hypothesized model inferred from the system will play an ideal role in 

testing the system. Since software testing and inductive inference are tightly 

coupled, it gives us the opportunity to exploit the usage of both to create a 

“virtuous loop”. The model will be generated by inferring the subject system and 

will create test samples which will be fed back to the model to make it a perfect 

representation of the system. Once the model based tester cannot find any 

contradictory test cases, the test set can be defined as an adequate sample. 

The continuous generation of test cases that try to contradict the inferred 

model would help in refining the model and provide a sufficiently 

comprehensive test set. The end product of the project will allow us to see an 

accurate representation of the systems rules that can be widely used for 

activates like testing and documentation. The model based tester can make use 

of the model to understand the behavior of the system instead of reading the 

code, hence understand the program functionality.  

  

 

 

  

 

 

 

 

 

 

 

 

Figure 1. Learning by Inference 
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The grand aim of the project will be to successfully complete the virtuous loop 

for a given subject system which is complex and considerably large. The 

process begins by extracting traces of program execution from the subject 

system which will be converted into a learner understandable form. Ideally the 

system will be given random inputs and will produce the expected outputs 

which will be fed to the learner. The learner will infer these set of finite samples 

(combination of inputs and outputs) otherwise known as datasets and generate 

an inferred model from them. The model inferred at the first instance may not 

necessarily be a perfect representation of the system. Once the model is trained 

with a considerable amount of sample datasets, it is tested with more sample 

inputs that are randomly generated and corresponding outputs generated by 

the SUT. We expect the model to generate a series of predicted and actual 

values for the outputs by inference. This method of testing the model will 

attempt to find new program executions that contradict the model. The 

contradictions are fed back to the model to learn more about the system hence 

creating the virtuous loop. The idea is that a sufficiently comprehensive test set 

can be “grown” by progressively inferring increasingly accurate models of the 

system. 

As mentioned before the model generated may not be a perfect representation 

of the SUT and this would result in some erroneous predictions. The key to 

achieve a near to perfect model lies in re-training the model with these 

misclassified samples, making the model learn from its own mistake. So a 

virtuous loop is created which would supply these incorrect predictions back 

into the training dataset and re-train the model until there are no erroneous 

predictions. The model is perfect when for any value of the actual output; the 

predicted output is the same. 

1.4. Background 
In view of the importance of inductive testing, much research has been done. 

Before we state the results we achieve, we give in this section a brief overview 

of some related previous work.  

1.4.1. Inductive Inference 
The basic idea of inductive inference was proposed by Weyuker [4] in 1983, in 

her paper “Assessing Test Data adequacy through Program Inference”, where 

she builds a bridge between inductive inference and model based software 

testing. She proposed the idea of using machine leaning techniques to infer 

programs and generate a model from a finite set of examples. She realized that 

testing and inductive inference is tightly coupled. A perfect model can be 
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inferred only with a sufficient set of examples and a finite set of examples can 

yield a perfect model.  

Weyuker suggested that this relationship can be exploited and this would form 

the foundation for what we refer as inductive testing. Her work was followed by 

a series of other papers which focused on the idea of combining inductive 

inference and testing [5-14].  

“Inductive Inference and Software Testing” [6] by H. Zhu, P. Hall, and J. May 

held a key progress in this field of study. Their paper focused on the study of 

relationship between inductive inference and software testing to see if inductive 

inference can be used as a theoretical foundation for testing. Their theoretical 

idea is turned into a working technique in this project.  

1.4.2. Inductive Logic Programming  
Initially the project was planned to be based on Inductive Logic Programming 

(ILP). The basic idea was proposed by S.H.Muggleton in his paper “Inductive 

Logic Programming”, New Generation Computing [15]. It was aimed to be 

achieved by inferring rules of a system using existing ILP framework such as 

Progol [16]; to extract traces from the programs we want to analyze, and to 

recode them in a suitable manner for Progol to infer. The plan [17] was to 

provide a set of positive examples and negative examples which when combined 

with the background knowledge and fed to Progol, it would give us a set of 

rules about the program execution. 

Although it is achievable, the Progol program failed to capture the SUT’s traces 

effectively. The inferred hypothesis was either wrong or misleading. Progol 4.4 

was used to infer rules of a simple Multiplication program which would 

calculate the product of two real numbers. But it failed to capture the behavior 

of the program and inferred traces were wrong. The documentation in the 

Progol homepage for multiplication program was performed with Progol 4.1. 

But this version had errors in the main class originally written in C.  

The major drawback was that there was not enough documentation of the 

Progol system. It was developed but not well documented and maintained. The 

available version of Progol worked well only with specific examples narrowing 

the scalability of this project. Frequent changes made in the source code 

introduce new bugs in Progol and lack of proper` documentation support 

makes it difficult to debug them. All this gave way to exploring a more 

commonly used machine learner – WEKA which will be discussed in detail in 

the upcoming section.  

http://www.cs.bris.ac.uk/Publications/pub_master.jsp?author=14718
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1.4.3. WEKA – A Machine learning suite  
Various Machine learning tools are available which would infer a model from a 

given set of examples. One such widely used tool is WEKA (Waikato 

Environment for Knowledge Analysis). WEKA is a popular and an open source 

suite of Machine Learning Software written in Java [18]. WEKA contains a large 

repository of learning algorithms for data analysis and predictive modeling. 

Since written in java, WEKA can be used through Java API. To perform 

predictive modeling, the set of SUT examples should be provided in a WEKA 

understandable file. WEKA takes inputs either in a CSV (Comma Separated 

Values) file or an ARFF (Attribute-Relation File Format) file. This technique 

produces an ARFF file which is an ASCII text file that describes a list of 

instances sharing a set of attributes [19].  

An ARFF file has two distinct sections – Header information and Data 

information. The Header of the ARFF file contains the name of the relation, a 

list of the attributes and their types.  

Let us consider a simple Body Mass index (BMI) calculator as a subject system. 

It is a unique example as it is a combination of both numerical and statistical 

data. The System takes Height (cm) and Weight (Kg) as inputs and will 

calculate the BMI. It would then categorize the index into one of the following: 

Underweight, Normal, Overweight, Obese and Severely Obese.  

 An example header on the BMI dataset is shown in Fig 2: 

 

Figure 2. BMI dataset 

Lines that begin with % are comments and are not considered. The @relation 

defines the relation name. The @attribute statement defines the name of the 

attribute and its data type. There are four data types currently supported by 

WEKA:  
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 Numeric 

 String 

 Date 

 Nominal-Specification 

Nominal values are defined by providing an <nominal-specification> listing the 

possible values: {<nominal-name1>, <nominal-name2>, <nominal-name3>…} 

For example, the class value of the BMI dataset can be defined as follows: 

@ATTRIBUTE result {Underweight, Normal, Overweight, Obese, Severely_Obese}   

 The Data of the ARFF file contains potentially infinite examples separated with 

commas. The data has to be supplied in the same order it is defined in the 

Relation section. An example of the Data is shown in Fig 3. 

 

Figure 3. Data section – BMI dataset 

As mentioned before, the order of the attributes declared indicates the column 

position in the data section of the file. So the first column is the Height, 

followed by the weight, index and result. 

1.4.4. The Learning Algorithm – C4.5  
For WEKA to infer a model out of the ARFF file, we would have to choose an 

appropriate leaner. Since WEKA has a large collection of machine learners, the 

task of choosing one is not simple. None of the learner algorithm is inherently 

better than the other and which one is most appropriate tends to be context 

dependent. Some of the learners focus greatly on the classification of data 

served, which is apparently the problem in this project. We want to learn the 

relationship between inputs and corresponding outputs which would yield the 

behavior of the system. 

One such widely used classification rule generator which is easily amenable to 

interpretation is C4.5 decision tree algorithm. The tree like graph represents 
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decisions and their consequences allowing us to model the basic behavior of 

the SUT. Developed by Quinlan [20] it is an extension of his earlier ID3 

algorithm [21]. C4.5 algorithm generates pruned and un-pruned decision tree 

which is interpretable of the systems behavior: certain conditions imply certain 

output equivalence class. And in our BMI example this equivalence class is the 

category of the BMI calculated. C4.5 builds trees from a set of training data by 

entropy i.e. using each attribute of data which can be used to make decisions 

by splitting them into smaller subsets [22].  

At each node of the tree, C4.5 chooses one attribute of the data that most 

effectively splits its set of samples into subsets enriched in one class or the 

other. The criterion is the normalized information gain (difference in entropy). 

Entropy is the measure of unpredictability. In simple terms whenever C4.5 

encounters a set of items in the dataset provided, it identifies the attribute that 

discriminates the various instances most clearly. The feature that gives us 

most information about the instance so that we can classify them the best is 

said to have the highest information gain. The attribute with the highest 

normalized information gain is chosen to make the decision. The Pseudo code 

[23] is as follows:  

 

Figure 4. C4.5 Pseudo code 

For the BMI example, and based on a sufficient sample dataset, a tree 

generated by C4.5 algorithm in the context of WEKA tool is shown in Fig 5.  

http://en.wikipedia.org/wiki/Information_gain
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Figure 5. BMI DT 

This should be read as follows: if the bmi value is <=23 we split the tree into 

two branches. If bmi <=19 then the category is Underweight or bmi >19 it is 

Normal. On the other branch, if bmi is <=38 we split the nodes further: bmi <= 

28 as Overweight, bmi >28 as Obese. If bmi is >38 the category is 

Severly_Obese. The numbers in the brackets next to each category is the 

number of instances that were classified in that particular category.  

C4.5 handles both continuous and discrete attributes and predicts missing 

values and attributes. The user can specify parameters like whether to use 

binary splits on nominal attributes, the minimum number of instances per leaf,  

whether pruning is performed, the confidence factor used for pruning (smaller 

values incur more pruning), amount of data used for reduced-error pruning 

(one fold is used for pruning, the rest for growing the tree), etc. It is widely 

known for its high accuracy compared to Naïve Bayes or Support Vector 

Machine (SVM).  

1.5. Organization of the Thesis 
The rest of the thesis is organized in the following manner. In Chapter 2, we 

discuss the overview of the steps involved in the ILUSTRATOR methodology. In 

Chapter 3, we discuss the tool developed from the technique which is used to 

infer models from subject system and test them to generate test cases. We will 

also discuss about how WEKA along with C4.5 is used to achieve this. In 

chapter 4 we would discuss the evaluation of the technique with two typically 

large and complex subject systems such as the Tax calculator and Credit 

Rating System. In Chapter 5 we discuss other related methodologies and works 

that follow a different technique to generate test cases. We also evaluate the 

technique introduced in this thesis and draw out some results. The final 

chapter concludes this thesis.  
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Chapter 2  

2. Specification and Design 

2.1. ILUSTRATOR - Overview 

 
 

 
 
 
 
 
 

 
 
 

 
 

 
 
 

 

 

Figure 6 gives an overview of the steps involved in ILUSTRATOR (Inductive 

Learning USing Tests by RAndom generaTOR) methodology. We will describe 

this in detail in the following section. 

2.2. Iterative Learning  
 The technique relies on the fact that continuous learning in a loop will 

increase the knowledge of the model paving way to new branches and paths. 

Moreover a model which learns from its own mistakes is considered to be more 

knowledgeable. ILUSTRATOR uses this technique as it retrains the model 

generated with misclassified instances creating a loop which tests the model till 

Figure 6. The ILUSTRATOR Methodology 
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there are no misclassifications. The entire process is automated without any 

human intervention.  

The model generated by C4.5 is represented in the form of decision tree (DT) 

where the paths from the root node of the tree to any leaf can be considered as 

a rule. The set of examples provided to the learner are traces of the SUT 

execution. The learner would infer a tree based on these traces. The tree may 

not be the accurate representation of the subject system and many branches of 

the tree may be missing. This is because the initial training set provided does 

not contain enough information about the system for the learner to represent 

them accurately. To obtain a perfect tree which captures the behavior of the 

system for all possible inputs, the leaner has to be fed with more knowledge 

about the systems reaction to these possible inputs. Generating a tree from a 

small training sample would not mean anything unless we test the tree 

obtained.  The idea is to test the tree obtained with more program traces 

generated from the SUT and see how the tree predicts the output. For any 

misclassified instances that the tree predicts, the particular sample from the 

testing dataset is fed back to the training dataset for the learner to learn from 

its mistake. This process of testing and training the model continues until 

there are no misclassified instances predicted by the model.  

The improvement process is an iterative process (in Fig. 6) represented in 

dotted lines. New test cases added to the training set will lead to identification 

of new problems and misclassifications. The size of the training set at each 

iteration increases as new instances are added to it from testing the model. The 

entire process will be repeated in a loop with the training set size increasing in 

iterations until there are no more contradictions found in the rules learnt by 

the machine learning algorithm. 

The process of extracting program traces from the SUT is done with a random 

test generator (Activity 1). It is an automated process and it generates a 

collection of SUT’s input and corresponding output. This is generated by using 

a random number generator which creates random inputs and their 

corresponding outputs. This is written in an ARFF file separated by commas 

(Section 1.4.3).  The random test generator is written in Java using the Class 

Random from the java.util.Random Package. The dataset generated randomly is 

fed to the C4.5 learner algorithm (Activity 2) which treats this dataset as a 

training set and builds a decision tree (Activity 3). During the initial loop of 

learning we generate only a small fraction of random inputs and corresponding 

outputs. This is due to the reason that we want to see how the learner learns 

from small increments. The size of the initial training set is dependent to the 



12 
 

SUT as we may not achieve a significant tree to test for a large complex system 

with a few random inputs.  

Once we have an initial model from the training set, we need to test them to see 

what behavior of the SUT the learner has inferred. WEKA allows us to save the 

model generated from a dataset and then later test them. The code sample of 

this process will be dealt with in the oncoming sections. Testing the model 

generated typically follows the same steps as training. We generate more traces 

of the SUT using another Random test generator (Activity 4) and test the model 

using these. When tested using WEKA, the learner predicts the particular 

attribute mentioned during testing and gives us a table of predicted and actual 

values. Any misclassification of attributes predicted is displayed in this table 

with the corresponding instance number. The process of making the model 

more perfect relies greatly on these misclassifications and how we retrain the 

model with these misclassifications. Activity 5 does exactly this by adding the 

misclassified instances back into the training dataset. This creates the loop of 

iterative learning: a continuous and regress testing and training of an inferred 

model until we achieve a potentially perfect model. 

The learner algorithm is repeatedly executed with new training samples so as 

to infer a better model. This is generally a quick process as C4.5 Decision tree 

algorithm takes only a few seconds to infer a model from a few thousand test 

cases. The final model obtained when there are no more misclassifications, 

represents the accurate behavior of the SUT for a wide range of inputs. This 

model can be used by the developer to improve the understandability of the 

subject system without having to look into the source code. The Decision Tree 

gives a clear picture of the subject systems behavior for varied inputs and is 

easy to interpret. The more important result obtained from this iterative 

process is the training dataset, which acts as a test suite for the subject 

system. This collection of random inputs and corresponding outputs gives the 

subtle and complex relationship between the data variables of the system and 

the impact of these relationships on its subsequent behavior.  

The next chapter will speak more in detail about how to generate and train 

models suing WEKA command line options. We will also see how testing of 

inferred model takes place and how to obtain the continuous iterative loop of 

learning from them. We will be using the Body Mass Index (BMI called 

henceforth) as a running example for this purpose. 
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Chapter 3  

3. Theory to Tool  

3.1. Model Generation and Training  
WEKA can be used with ease through a graphical user interface called Explorer. 

An ARFF file can be read using a series of menu selection and form filling and a 

model can be inferred from it. Sensible default values ensure that you can get 

results with minimum effort [24]. There are two other graphical user interfaces 

to WEKA namely – The Experimenter and The Knowledge Flow. The former is 

designed to help provide answers to choose methods and parameter value that 

best suites the given problem when applying classification techniques. The 

latter allows designing configurations for streamed data processing [24].   

Along with the Graphical User interfaces, WEKA also provides the simple and 

basic command line interface. The command line interface provides access to 

all the features of WEKA. Alternatively, WEKA can also be accessed by setting 

the CLASSPATH environment variable through the operating systems 

command line to run classes in weka.jar. We will be using the WEKA command 

line interface for generating model for a BMI dataset and test it rigorously.                         

As mentioned before the BMI dataset for inferring an initial model is generated 

using a Random Test Generator. The BMI calculator program is written in Java 

which generates random heights and weights. The BMI is calculated from these 

values and corresponding category is chosen. The random height and weight 

along with the BMI calculated and the category is written into an ARFF file 

(BMI.arff) as mentioned in the section 1.4.3. 

A small code snippet of generating random inputs is shown in Fig. 7.  
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Figure 7. Code Snippet for BMI Calculator 

We generate only a few sample instances for the first iteration, say 10 

instances and we try to infer a model from them. 

To generate model from an ARFF file using a specific classifier, we can call the 

Java Virtual Machine and instruct it to execute the classifier. Since we are 

using the C4.5 DT classifier, we call the J48 classifier, which is the java 

implementation of the Quinlan’s C4.5 Algorithm. WEKA is organized in 

packages that correspond to directory hierarchy. J48 resides in the package 

trees, which is a sub-package of classifiers, which is in turn a sub-package of 

the overall weka package. The classifiers package contains a number of 

classifiers and numeric predictors. We are keenly interested in the tree sub-

package as it is easy to interpret.  
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Figure 8. Model Generation 

In the above code, -t option is used to instruct the learning algorithm J48 

about the location of the training dataset to infer model from. The –d allows us 

to save the model generated from the training data to a particular location 

which can be later used to test the model inferred on an independent test set. 

There are many other options that can be used with any learning scheme. 

Some of these values are defaulted if not mentioned. For example the –C 

specifies the confidence threshold for building the tree and pruning it and the  

–M specifies the number of instances in any leaf. We set the confidence to the 

default value of 0.25 and the number of instances per leaf as 2.  

WEKA infers a model out of a given training sample using a technique called 

Cross-Validation [25]. Cross-validation is a statistical method of evaluating 

learning algorithms and guarding testing hypotheses suggested by a set of 

data, when there is no independent testing data available or it is costly to 

obtain one. It splits the data, once or several times into two segments: one used 

to train the model and the other to evaluate the inferred model. The most 

common form of Cross-validation is the k-fold Cross-Validation. Other forms of 

Cross-Validation are typically special cases of k-fold cross-validation with 

repeated rounds over a number of times. 

In k-fold Cross-Validation the original data is randomly partitioned into k 

subsamples or folds. Out of these k subsamples, one subsamples is retained 

for testing or evaluating and the remaining k-1 subsamples are used for 

training the model. Then the cross-validation is repeated k times (folds), with 

each k subsample used at least once for validation [26]. Fig. 9 gives an example 

of 3-fold validation with k = 3. In the figure the lighter sections are treated as 

validation data and the darker sections are treated as training data.  
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Figure 9. 3-fold Cross Validation 

The most extensively used k value is 10 and 10-fold cross-validation is 

regarded default in the machine learning and data mining community. 

Extensive tests and theoretical proofs on a large number of different data’s 

have proved 10-fold cross-validation to be a right number of folds for error 

estimation. Though 10 is no magic number, for larger datasets even 3-fold 

cross-validation is accurate. The choice of folds depends greatly on the size of 

the dataset. In our BMI example we use the default 10-fold validation to 

perform the initial inference. Moreover we test the inferred model separately 

with a specially dedicated and independent test dataset, so the number of folds 

does not greatly influence our results for this particular example.  

With 10 random samples generated by the random test generator for the BMI 

example, the initial tree inferred from them is shown in Fig. 10. The next 

section will discuss how to test this model and generate a potentially perfect 

model by iteration.  
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Figure 10. DT for BMI example during 1st iteration 

3.2. Model Testing 
After the first iteration of training and model inference, we need to test it with 

more program traces to see what behavior of the SUT has been captured 

effectively. This is done by generating more random test samples with a test 

generator and feeding the same to the model to obtain predicted results. This is 

typically activity 3 and 4 in the ILUSTRATOR methodology. The idea behind 

testing the model is to find the missing behavior that the learner failed to infer 

due to small training data it was fed. Expecting the model to be perfect at the 

very first instance is too much of an asking, given a small training set. The 

model gets refined and closer to the SUT only if it has been trained with a finite 

set of samples which capture the behavior of the SUT fully.  

A similar ARFF file to the bmi.arff is generated for testing the model saved 

during generation. This is can be done by instructing the Java Virtual Machine 

to test the model as follows: 

 

Figure 11. Model Testing 
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Since we are reusing the generated model, the –l tag allows us to reuse the 

saved model during generation. The –T specifies the Test file for evaluating the 

model with an independent test set. If not mentioned, WEKA uses the cross-

validation technique to validate the model. The test file is usually similar to the 

training set. Attributes which are to be predicted by WEKA can be specified 

with “?” and are called Missing Values. If we want to compare actual values 

and predicted values through inference then we need to supply the test set 

without missing values. By default the class is the last attribute in an ARFF 

file, but we can declare another one to be the class using the –c followed by the 

position of the desired attribute.  

The –p followed by the number of the attribute specifies which attribute is to be 

predicted. We use 4 as result is the fourth attribute which needs to be 

predicted from the inferred model. When tested with an independent test set on 

an inferred model, we get a series of predicted and actual values which can be 

used to identify the misclassified instances.  

 3.3. Misclassified Instances 
The result of running a test on a predicted model contains a table of predicted 

and actual values. The table contains the instance’s number followed by the 

index of its class value and the actual value, the index of the predicted class 

value and the predicted value. A “+” is displayed next to the predicted class 

value if the class was misclassified. These misclassifications are the key in 

refining the model in the upcoming iterations.  

With respect to the BMI example the table obtained on testing the model 

obtained during the first iteration, we see a number of misclassified instances. 

For example the actual class value for instance 1 was Overwieght but the 

predicted class value is Severely_Obese. This is because of the reason that the 

model did not have sufficient training sample to differentiate Severly_Obese 

and Overweight. During the first iteration (Fig. 4.) the model inferred any BMI 

value lesser than or equal to 22 is Underweight and any BMI value above 22 is 

Severely_Obese.  The tree inferred from the training sample supplied did not 

have enough samples to capture the BMI limit for Normal and hence when 

tested for a Normal BMI value, the predicted class value was misclassified as 

Severely_Obese. 

The following table is part of the output obtained by testing the model inferred 

with 10 test cases generated by random generator. 
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=== Predictions on test data === 

 

              inst#     actual      predicted    error    prediction () 

                1       3:Overweig  5:Severly      +          1  

                2       1:Underwei  1:Underwei                0.75  

                3       5:Severly   5:Severly                 1  

                4       3:Overweig  5:Severly      +          1  

                5       1:Underwei  1:Underwei                0.75  

                6       5:Severly   5:Severly                 1  

                7       1:Underwei  1:Underwei                0.75  

                8       1:Underwei  1:Underwei                0.75  

                9       1:Underwei  1:Underwei                0.75  

               10       2:Normal    5:Severly      +          1 

 

 

 

Figure 12. Error Log for BMI Model 

3.4. Retrain  
The Key in refining the model lies in retraining the learner with these 

misclassified instances. The model has to be fed with the correct knowledge of 

the various assumptions it made during the inference process in the first 

iteration.  To do this the model has to be retrained with the instances that were 

misclassified while testing it with an independent test set. Retraining the model 

with just the misclassifications would ignore the correctly classified instances 

during testing. The model has to be fed with the positive knowledge about 

inference as well. So the idea is to retrain the model with both the correctly 

classified and misclassified instances during the testing process hence creating 

the virtuous loop of testing. This would increase the training set’s size 

considerably therefore allowing the learner to infer the behavior of the SUT in 

depth.   

At the end of the first iteration after retraining the model inferred, the process 

continues by generating more random test samples and testing the model with 

the new training set which is training set during iteration 1 + Testing set 

during iteration 1. This iterative process continues till there are no 

misclassifications in the inferred model. The model obtained at this stage 

would be closest representation of the Subject system. The training set 

obtained along with the inferred model will be a finite set of test cases that the 

system was tested with. From a testing stand point, these test cases help 

understanding the systems behavior to various random inputs and how the 

system handles to these inputs hence producing the corresponding output.  
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Following our BMI example, the model inferred during the first iteration is fed 

with the misclassifications obtained during the testing process and retrained. 

The iterative improvement of the inferred model is shown in Fig 13. With 

respect to the tree generated it is obvious in the Figure that the size of the tree 

increases as the iteration increases. The number in brackets at the end of each 

leaf is the number of instances that were classified in that particular class. At 

iteration 2 there is a significant change in the tree inferred from that obtained 

during iteration 1. The learner had information in the training sample to 

differentiate between Normal and Underweight category. This was obtained 

from the testing sample which was used to retrain the model.  

 

Figure 13. Iterative Improvement of BMI example 

During iteration 4, there were no contradictions predicted when testing the 

model with independent test samples and that is the point when the model was 

close to being perfect to the subject system. The tree structure did not change 

during iteration 5 because of the reason that the model did not infer anything 

new from the training sample. The BMI example was considerably a small 

system and hence the number of iterations taken to infer a perfect model was 

less. The case studies (Chapter 5) deals with more complex and larger systems 

and we will see how the inferred model depends on the number iterations 

taken.  

The ILUSTRATOR technique proved to be a good learning process for the model 

to learn from its own mistakes. A Learning curve graph (Fig. 14.) was plotted 

for the BMI example to see how the inference process took place. The graph 

was plotted with the Accuracy Vs No. of test samples used.  
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Figure 14. Learning Curve for BMI example 

The graph is a classic S-Curve which is highly considered in the machine 

learning community. It is very evident that the learning process was 

consistently improving as the number of test sample increased. The graph was 

plotted without using any particular statistical curve-fitting algorithm.  

         
                                    

                  
 

At a certain limit in the graph, the learning curve attained its peak threshold 

(Maximum Learning) and it was consistently stable after irrespective of the 

number of test samples supplied or tested with.  

There are number of other information obtained while generating and testing 

the model using WEKA. These will be discussed in detail in the case study in 

Chapter 5. In the next chapter we will see how other similar methodologies 

namely MELBA and Category partitioning compares to the ILUSTRATOR 

technique. 
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Chapter 4 

4. Evaluation 
 We will see the performance and evaluation of ILUSTRATOR technique on 2 

large and complex subject systems in this section. We will explain the systems 

design. This section will also provide you a clear idea of the scalability and 

flexibility of the technique along with the results obtained. 

4.1. Case Study 1:  Tax Calculator 
The first subject system that ILUSTRATOR was applied to was to a simple tax 

calculation program [27]. The program computes tax codes and amount of tax 

payable that includes allowances for a United Kingdom citizen in the tax year 

April 1998 to 1999. The allowance depends upon the status of the applicant, 

represented by Boolean variables blind, married and widowed and the integer 

variable age. This allowance is no taxed. Tax is charges at the rate of 10%, 23% 

and 40% for the three tax bands. Except for the 10% tax band which depends 

on the status of the person, the other two bands 23% and 40% are fixed 

irrespective of the status.  

The source code was an attempt to capture taxation rules that constitutes a 

governmental business system. The original source code of the system is 

available in the appendix but for our case study its output was manipulated so 

as to capture only the band of taxation instead of the actual tax amount. 

Though the actual tax amount was calculated the models inferred from the 

training sample focused greatly on the tax band as they can act as class values 

and hence generate a tree with these as final classes.  

The random test generator and the subject systems source code was 

implemented in Java. The random generator generates random real numbers 

for age and income. The Boolean variables were randomly chosen using the 

nextBoolean( )  method of class Random  in Java. The program calculated the 

tax amount and the corresponding tax band. The inputs namely the integer 

variables (age and income) along with the Boolean variables (blind, married, 

widow) and the outputs; personal allowance, tax amount and the tax band 

were written into an ARFF file. A snippet of the ARFF file for the tax calculator 

is shown in Fig. 15.  

This ARFF file was then fed to the learner algorithm C4.5 to infer an initial 

model.  The size of the initial training sample for iteration 1 was chosen as 5 
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and a model was inferred from them. A random test generator which generates 

random test sample was also written which produced a test ARFF file similar to 

the training sample. The size of the test sample was incremented by intervals of 

5 at each iteration. So the initial test sample had 5 test cases, followed by 10 

for iteration 2, 15 for iteration 3 and so on.  

 

Figure 15. ARFF training sample for Tax calculator 

A 10 fold cross validation was set up for training and testing the model. Two 

different tests were performed (Test 1 and Test 2) with two random sets of 

training and testing data. Both the tests produced perfect models which 

accurately captured the systems behavior. The number of iterations performed 

to obtain a perfect model was 15 and 13 during test 1 and test 2 respectively.  

The entire test result obtained during one of the tests is shown in Fig. 16.  The 

beginning line states the settings used for the learning algorithm; the 

confidence level and the number of leaves per node. This was set to the default 

values. Then comes the pruned tree in textual form. The first split is on the 

personal amount calculated and then the second split is on age and so on. In 

the inferred tree, the colon introduces the class label to which the leaf has been 

assigned to, followed by the number of instances that reach the leaf. This value 

is expressed in decimals as the algorithm uses fractional instances to handle 

missing values. The tree size inferred was 17 with 9 leaves. The model was 

inferred in less than half a minute. 
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Figure 16. Output for Tax Calculator 



25 
 

More detailed performance of the inference is provided after the tree size and 
number of nodes. Since the subject system we use has nominal class variables 

as final output, we are most concerned about the first two lines of the final 
section. The first line shows the number and percentage of instances that were 

correctly predicted. The nest line shows the misclassifications. Since the Fig is 
the output of the final iteration and since the model inferred was perfect, the 
number of correctly classified instances is 100% (all 605 out of 605). This was 

achieved as a result of teaching the model from its own mistakes through a 
series on continuous testing and retraining.  During the first couple of 
iterations the number of misclassified instances varied from 20% to 70%. The 

number of misclassifications reduced at a steady rate as the number of 
training samples increased. The time taken to infer the model from the training 

sample provided also increased with increasing sample size. But the overall 
inference was quicker and not more than a minute. A Graph was plotted to 
show the time line of the inference and is shown in Fig. 17.  

 
 

 

Figure 17. Time Graph for Tax System 

The third line in the final section shows the Kappa statics, which measures the 

agreement of predictions with the actual class. This is not very informative as 

the static can have low values even when there are high levels of agreement. 

They are best appropriate in cases of testing whether the agreement exceeds 

the chance levels, i.e. the predicted and actual classes are correlated. We also 

obtained 100% coverage of all the cases. We also obtained the mean absolute 

error, and the root mean-squared error of the class probability estimates 
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assigned by the tree. The root mean squared error is the square root of the 

average quadratic loss [28]. The mean absolute error is calculated in a similar 

way using the absolute instead of the squared difference [29]. The relative error 

is calculated based on the prior probabilities i.e., if the inference is performed 

with some other learning algorithm. It gives the relative error comparing both 

the results obtained.  

The final part of the output shows a confusion matrix which describes the 

result of the experiment in an easy way. The columns represent the 

predictions, and the rows represent the actual class. It shows that 605 

instances were correctly predicted. The correct predictions are always the 

diagonal running from left to right of the table. These cases are called the “True 

Positives”. In the table we can see 375 instances were classified in the Class 

value T, 19 instances in the class value P and so on. Since we do not have any 

misclassifications in our output there were no values in the rows. These values 

are also known as “False Positives”. When there are misclassification the 

confusion matrix is represented with them so has to give us a number for 

instances that were misclassified. One should in general adjust 

misclassification costs and threshold levels so that sufficient accuracy and 

sensitivity in the desired class is obtained [29]. 

Figure 18. Learning Curve for Tax Calculator 
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The ILUSTRATOR technique provided valuable results when applied on the tax 

system. The technique of random testing exercised the system to the fullest 

and captured the behaviour of the system. The learning Graph Fig. 18 shows 

the learning curve of the technique on the tax system.  

The technique was quick and less error prone as the model was re-trained from 

its own mistakes enabling it to identify its own weakness. More over the entire 

process was automated without any human intervention.  We will see how the 

technique scales for a more complex and larger system in the following section. 

4.2. Case Study 2:  Credit Evaluation System 
The second case study deals with a more complex and a larger system – Credit 

Evaluation system (Source code Snippet is available in the Appendix). It 

involves more decision making and is critical in a financial environment such 

as a bank. The system is not an exact mortgage lending decision maker but 

rather an adaptation of few of the commonly considered criteria’s in such 

process. The system was built based on the German Credit Data. The Data set 

was originally built by Prof. Hofmann [30]. It was then amended by Strathclyde 

University that produced the file "german.data-numeric” which included several 

indicator variables so as to make it suitable for algorithms which cannot cope 

with categorical variables.  

A java implementation of the German credit rating system was developed as a 

case study for this project. ILUSTRATOR technique was applied on this subject 

system to see the scalability of the technique. The system basically decides if a 

lending for a particular applicant is Good or Bad. The system takes 20 inputs 

which are randomly generator with our random test generator. Some of the 

inputs taken by the system are Purpose of the mortgage, Savings amount, 

Employment status, Property type, No. of applicants, marital status and so on. 

The system then has a series of if and else conditions through which the inputs 

are compared and a final decision on the lending is given. It the decision is 

Good then the lending can proceed as the applicant meets required criteria. If 

the decision is Bad then the lending does not happen. Simple criteria’s like if 

the savings amount is “500<=Savings<1000” then the decision is Good. Similar 

conditions were implemented in the Java Source code to capture the financial 

decision making process. Such systems are critical and needs to be extensively 

tested as the final decisions made by them are concerned with financially 

important. Such systems are widely used in many financial organisations 

which depend entirely on the decision made by the system. These systems have 
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to be exercised for all possible inputs and the testing has to be regress so as to 

ensure the creditability of the decision made.  

 

Figure 19. DT for Credit Rating System for 25 iterations 

ILUSTRATOR technique does exactly this and requires no human intervention. 

The results obtained were positive. We were able to capture the entire behavior 

of the system for all possible inputs. The learning process was long but the 

final output we obtained was very useful to understand the system without 
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having to look into the code. Fig.19 shows the part of the tree obtained by 

applying the ILUSTRATOR technique. This was the closest inference of the 

perfect model as there were no contradictions when tested with random test 

samples. Two different tests (Test 1 and Test 2) were performed with random 

test samples. To see the techniques ability to infer models and correct 

misclassifications, we used different sized training and testing sets. During the 

test 1, we used training and testing sets with size 20 and during test 2, the size 

was increased to 50. Both the test took more than 20 iterations to infer a 

perfect model. Due to technical reasons when performing the tests and 

shortage of memory to store the training sample, the test had to be stopped 

after 25 iterations. But provided larger memory and a faster and technically 

advanced system, ILUSTRATOR will infer a perfect model.  

 

Figure 20. Learning Curve Credit Rating System 

The accuracy of the tree obtained after 4 iterations in both the tests were more 

than 97% and was increasing on a steady phase with increasing size of the 

training sample. The graph shows a learning curve that is obtained by 

iterations. The initial models inferred from the small training samples had 

minimum accuracy and the model was refined more after 200 odd training 
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samples i.e., Iterations 5 or 6. The model learned from its own mistakes and 

had a steeper learning process from there on. Fig. 21 shows a graph for the 

time taken to infer models from the training samples. Since this subject system 

was more complex and larger, the time taken to infer models was longer 

compared to Case study 1. ILUSTRATOR still managed to infer perfect models 

from training samples in less than a minute.  

 

 

Figure 21. Time Graph for Credit Rating System 

In both the case studies, ILUSTRATOR technique inferred perfect model that 

captured the behavior of the subject system. The training sample obtained at 

the end of inference was a finite set of test cases that exercised the system to 

the fullest. The scalability of the technique was under scrutiny but it performed 

well and the results obtained proved the same. We achieved 99.14% accuracy 

in the credit rating system and 100% accuracy in the Tax calculator system. 

The average time to infer a perfect model by retraining was less than 5 

minutes.   

The next chapter discusses other related works that helped in refining the 

ILUSTRATOR further and compare key results obtained. 
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Chapter 5 

5. Related Work 
 We will discuss two areas of work related to the ILUSTRATOR technique in this 

section, namely the MELBA methodology and Category Partitioning. We will 

also discuss results obtained from our technique and how our work differs 

from the others. 

5.1. Category Partitioning  
Proposed by Thomas J. Ostrand and Marc J. Balcer in their paper “The category-

partition method for specifying and generating functional tests” [31], it specifies 

rules to generate test suites from choices and categories. There are a number of 

research activities that have taken place using Category-Partition (CP) method. 

CP requires us to identify properties of a system that will affect the execution 

behavior of a system and hence its output. The basic idea is to identify the 

categories of a given system and their corresponding choices. For example in 

our BMI example, the properties may correspond to how is BMI value different 

for the different classes like Underweight and Overweight. This is called the 

“Category” and each category has a distinct set of “choices”. For example, 

taking how BMI value differs between Underweight and Overweight, the choices 

could be BMI >= 24 is Overweight and BMI <=19 is Underweight. In addition to 

categories and choices, CP also uses “Properties” and “Selectors” to be identified 

for identifying the various interdependencies between the choices and hence 

can be used to find impossible combinations of choices in all the categories 

[32].  

Apart from categories and choices that are used to describe the inputs for the 

subject system, CP also requires the environment conditions that may affect 

the programs behavior like load on the network, contents of the Database etc. 

CP can be used to capture both functional and non-functional behavior. 

Following are the steps [31] involved in CP method: 

A. Analyze the specification – Identify parameters of individual functional 
units and their characteristics, objects in the environment that might 

affect the system and their characteristics. This is collectively known as 
the categories.  

B. Partition the categories into choices – Identify different cases that 

might occur in the above categories.  
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C. Determine constraints among the choices – Identify the relationship 
between each choice and the constraints they hold on each other.  

D. Write and process test specification – A formal test specification is 
written which contains the category, choices and the constraints. This is 

then fed to a generator that produces a set of test frames. 
E. Evaluate generator output – Manual intervention required to see if 

changes are to be made to the generator output.  

F. Transform into test scripts – Once satisfied with the test specification, 
the tester changes them into test cases and organizes them into test 
suites. 

During step E, reasons for changing the test specification could be because of 

impossible combinations of tests that are not achievable: Redundant test cases, 

Absence of some important test situation or repeated test samples. If the 

specification is changed by the human tester then Step D has to be repeated 

again. Step C and Step D are repeated over a number of times to achieve a 

desired functional test level.  The Test Specification Language (TSL) is used to 

implement the above mentioned steps of CP.  

Category Partition technique can be applied to the ILUSTRATOR technique at 

activity 3. Once we have inferred a decision tree from a random training 

sample, we can generate test cases from the tree by applying CP. We can 

identify the various categories and choices to each node of the tree and write 

down all possible test samples. But this requires human intervention: a human 

tester has to analyze the Decision tree and extract possible categories and 

choices from them including the environment conditions into a specification 

and then feed it to a generator to generate formal test frames. The whole idea of 

the project was to automate the black box testing and generate test cases 

automatically without human involvement in it. Hence it was not feasible to 

use CP in our technique. A similar attempt of using CP to generate test cases 

from model was already implemented in a methodology named MELBA, which 

is discussed in the next section. 

5.2. MELBA Methodology 
Fig. 22 provides an overview of the steps involved in the MELBA (MachinE 

Learning based refinement of BlAck-box test specification) 

MELBA methodology [32] proposed in the paper “Using machine learning to 

refine Category-Partition test specifications and test suites” by Lional C.Braind, 

Yvan Labiche, Zaheer Bawar and Nadia Traldi Spido , is a technique for black 

box technique which exploits the Category partition technique. 
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The methodology is based on abstracting test suite information and then 

changing the test suite. It uses the most common black box test specification 

technique: Category Partitioning which was discussed in the above section. The 

methodology abstracts test cases into categories and choices as per CP 

technique and then applies a Machine Learning algorithm on them to identify 

the relationship between specific inputs and corresponding outputs. This 

exercises the system to identify the behavior for particular inputs. The 

technique also provides certain heuristics to facilitate improvements of the test 

specifications and the test cases. Before the technique can be applied to a 

subject system, the test suites of the system have to be transformed into 

abstract test suites. The technique uses automated tools to transform test 

cases into abstract test cases. The abstract test cases are a combination of 

output equivalence class and pairs (category and choices) that characterize the 

input and the environment parameter. When fed to a machine learner 

algorithm which is C4.5, it yields rules of the system behavior that relates the 

categories and output equivalence class. This is a partially automated 

technique and still need human tester intervention in analyzing the rules and 

updating the Category partition specifications with the missing information.   

The technique is similar to ILUSTRATOR in terms of improving the test cases 

iteratively by identifying contradictions and updating the training sample 

accordingly. The learner algorithm is executed repeatedly until there are no 

 

Figure 22. The MELBA methodology 
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more contradictions identified in the rules learnt by the machine learning 

algorithm.   

The drawback of technique is that it assumes that the initial test suite or test 

specification used at the beginning of the technique is already executed and 

failures have been corrected. In short the initial test specification wouldn’t have 

any contradictions when tested. But as the training sample is added in the 

next iterations, failures can arise and faults can be detected.  Though this is 

similar to ILUSTRATOR technique, another major pitfall of MELBA is that to 

define the categories and choices, the human tester has to have a certain 

degree of understanding about the subject system domain. The technique 

argues that this is however not a pitfall as the tester would anyway know these 

information when trying to re engineer the test suites. The paper also argues 

that there is no way one can reuse test suites without understanding the 

relationships between inputs and outputs.  

Though MELBA provides tool support to convert test cases into abstract test 

cases and provides heuristics to identify and improve potential contradictions, 

the methodology still requires a certain level of human intervention: the tester 

has to understand the system domain first and discover categories and choices 

so as to create an abstract test suite which is not the case in our technique. 

Some attempt to cover the possible pitfalls of MELBA and category partition 

method is done using our technique and are discussed in the next sections 

with some results obtained. 

5.3. Our Results 
 As discussed in the previous section, ILUSTRATOR tries to overcome some of 

the drawbacks of the other existing automated black-box testing techniques. 

We have applied the technique on a number of small and large scale complex 

systems and noted that the technique is flexible and the results are positive. 

The biggest advantage of the technique is that it is fully automated and does 

not require any human intervention. The model generation, training, testing 

and retraining misclassification are achieved by executing a series of batch 

files. Comparing to the MELBA methodology which requires a certain degree of 

human involvement, ILUSTRATOR proves to be far effective though the number 

of iterations are more. An iterative learning model that learns from its own 

mistakes using random test samples is more precise as the system is exercised 

to its full limits. This is because the test cases generated are random and are 

not based on the systems domain. When applying the MELBA methodology, 

extracting test cases from the model would only pave way to certain test 
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situations, arguably the most expected test set that the system is designed for. 

Since the test cases generated are random when applying our technique, it 

exercises the model inferred to a wide range of input data that the system may 

or may not be designed to handle. The contradictions that rise when testing the 

inferred model will give us the answer to what data could the system not 

handle. Narrowing the test samples to test the model will only result in 

exercising the system to limited possible inputs which is not a good testing 

technique.  

To summarize, the following are the key aspects of ILUSTRATOR that makes it 

different from the above related work:  

1. It generates model from non-specific training samples which are 
generated randomly and improved iteratively. 
 

2. Test cases are generated randomly which exercises the subject system to 
the fullest rather than testing it to specific test samples. 
 

3. The model generated learns from its own mistakes and adds the 
misclassified samples to its training set and retrains itself. In short more 

the mistakes the model makes, more it learns. 
 

4. The final training sample obtained once there are no more contradictions, 

acts as a finite set of test cases with a broader range of inputs that test 
the system to its full limits. 

 
5. The entire technique is automated and does not require any human 

intervention hence removing the human component from the testing 

cycle. 
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Chapter 6 

6. Conclusion 
This paper introduced ILUSTRATOR technique, a fully automated iterative 

methodology based on novel machine learning techniques that helps developers 

understand the program functionalities and test unfamiliar black-box systems 

effectively. The technique was based on iterative learning using random test 

generators. The technique infers models from initial training samples that are 

generated randomly and then tested with more random test cases. The model is 

perfected by retraining it with misclassifications that was predicted and testing 

it again, hence creating a virtuous loop of training and testing. The process 

comes to a halt when there are no more misclassifications and the model 

obtained is deemed as a perfect model- the closest representation of the subject 

system. We used C4.5 learning algorithm to infer models from training samples 

which are represented in the form of Decision Trees (DT).  

We have shown how ILUSTRATOR technique is applied on real scale systems 

(BMI calculator, Tax Calculator and the Credit Evaluation System) and 

evaluated the effectiveness of the test cases generated by them. The case study 

showed us how iterative learning improves the inference process and how the 

model corrects itself by learning from its own mistakes. We evaluated the 

results of each case study with learning graphs that were obtained by plotting 

the accuracy of inference with the number of training samples. We also 

evaluated the time taken for inference of a perfect model. The end product of 

each study was a finite set of test cases that the system was exercised on. 

These test cases along with the model inferred can be used to improve the 

understandability of the subject system without having to look into the code.  

We also discussed other similar black-box specifications like category 

partitioning and methodologies like MELBA based on them for generating test 

suites for unfamiliar systems. We compared results obtained from both the 

technique and pointed out some pitfalls that ILUSTRATOR overcame. 

The main advantage of ILUSTRATOR was that the entire process was 

automated and did not require any human tester component. Also since the 

test cases are generated using a random test generator the range of test cases 

produced is wider and the system is exercised to all possible values rather than 

specific test suites. This enables us to infer the systems behavior in detail and 

hence understand the systems functionality. However using random test case 
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might not be feasible for all example system and might hit the wall at some 

point. Generating random test cases might infer only one part of the systems 

behavior and hence ignoring important functionality of the subject system. 

Though this might not be the case always, there is a fine probability of such 

situations arising when applying the technique to more complex systems.  

Automating black-box testing of unfamiliar systems and removing the human 

tester from the testing cycle was a challenging task. Overall the project was a 

great learning process and introduced some new and exciting areas of research 

in black-box testing framework. Future work can investigate on other possible 

black-box specifications other than random testing and Category Partitioning. 

Applying ILUSTRATOR to more complex and larger systems and evaluating the 

results, investigating on other possible model representation other than 

decision trees and developing new machine learning algorithms like C4.5 can 

be some of the other possible areas of research. We hope that this piece of work 

contributes to this area of research and future works provide better results. 
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Appendix 
 

1. UK Income Taxation Calculator – Source Code 
 

 

main() { 

int age, blind, widow, married, income 

 

scanf("%d",&age); 

scanf("%d",&blind); 

scanf("%d",&married); 

scanf("%d",&widow); 

scanf("%d",&income); 

 

if (age>=75) personal = 5980; 

else if (age>=65) personal = 5720; 

else personal = 4335; 

 

if ((age>=65) && income >16800)  

{ t = personal - ((income-16800)/2) ; 

if (t>4335) personal = t; 

else personal = 4335; } 

 

if (blind) personal = personal + 1380 ; 

 

if (married && age >=75) pc10 = 6692; 

else if (married && (age >= 65)) pc10 = 6625; 

else if (married || widow) pc10 = 3470; 

else pc10 = 1500; 

 

if (married && age >= 65 && income > 16800)  

{ t = pc10-((income-16800)/2); 

if (t>3470) pc10 = t; 

else pc10 = 3470; } 

 

if (income <= personal) tax = 0; 

else { income = income - personal ; 

if (income <= pc10) tax = income / 10; 

else { tax = pc10 / 10; 

income = income - pc10; 

if (income <= 28000) tax = ((tax + income) * 23) / 100 ; 

else { tax = ((tax + 28000) * 23) / 100 ; 

income = income - 28000; 

tax = ((tax + income) * 40) / 100; } 

} 

} 

 

if (!blind && !married && age < 65) code = ’L’ ; 

else if (!blind && age < 65 && married) code = ’H’; 

else if (age >= 65 && age < 75 && !married && !blind) code = ’P’; 

else if (age >= 65 && age < 75 && married && !blind) code = ’V’; 

else code = ’T’; 

} 

. 
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2. German Credit Rating System – Source Code 

if (Status == "'>=200'") 

Lending = "'Good'"; 

else if (Status == "'no checking'") 

Lending = "'Good'"; 

else if (Status == "'0<=X<200'") { 

if (LoanAmount > 9800) 

Lending = "'Bad'"; 

else {if (Savings == "'>=1000'") 

Lending = "'Good'"; 

else if (Savings == "'no known savings'") 

Lending = "'Good'"; 

else if (Savings == "'500<=X<1000'") 

Lending = "'Good'"; 

else if (Savings == "''100<=X<500'") { 

if (Purpose != "'business'") 

Lending = "'Good'"; 

else { 

if (HousingType == "'own'") 

Lending = "'Good'"; 

else if (HousingType == "'for free'") 

Lending = "'Good'"; 

else { 

if (ExistingCredit <= 1) 

Lending = "'Good'"; 

else 

Lending = "'Bad'"; 

} 

} 

} else if (Savings == "'<100'") { 

if (Parties == "'co applicant'") 

Lending = "'Good'"; 

else if (Parties == "'guarantor'") { 

if (Purpose == "'new car'") 

Lending = "'Bad'"; 

else 

Lending = "'Good'"; 

} else if (Parties == "'none'") { 

if (Duration > 42) 

Lending = "'Bad'"; 

else { 

if (MartStatus == "'female single'") 

Lending = "'Good'"; 

else if (MartStatus == "'male single'") 

Lending = "'Good'"; 

else if (MartStatus == "'male mar/wid'") { 

if (Duration > 10) 

Lending = "'Bad'"; 

else 

Lending = "'Good'"; 

} else if (MartStatus == "'male div/sep'") 

Lending = "'Bad'"; 

else if (MartStatus == "'female div/dep/mar'") { 

if (Purpose == "'business'") { 

if (ResidenceSince > 2) 
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Lending = "'Bad'"; 

else 

Lending = "'Good'"; 

} else if (Purpose == "'furniture/equipment'") { 

if (Duration <= 10) 

Lending = "'Bad'"; 

else if (Duration > 10) { 

if (Duration <= 21) 

Lending = "'Good'"; 

else 

Lending = "'Bad'"; 

} 

} 

} 

} 

} 

} 

} 

} else if (Status == "'<0'") { 

if (ForeignWorker == "'No'") 

Lending = "'Good'"; 

else { 

if (Duration <= 11) { 

if (ExistingCredit > 1) 

Lending = "'Good'"; 

else { 

if (Property == "'real estate'") 

Lending = "'Good'"; 

else if (Property == "'car'") 

Lending = "'Good'"; 

else if (Property == "'no known property'") 

Lending = "'Bad'"; 

else if (Property == "'life insurance'") { 

if (OwnPhone == "'none'") 

Lending = "'Bad'"; 

else 

Lending = "'Good'"; 

} 

} 

} else { 

if (JobType == "'high qualif/self emp/mgmt'") 

Lending = "'Good'"; 

else if (JobType == "'unemp/unskilled non res'") 

Lending = "'Bad'"; 

else if (JobType == "'unskilled resident'") { 

if (Purpose == "'retraining'") 

Lending = "'Good'"; 

else if (Purpose == "'business'") 

Lending = "'Good'"; 

else if (Purpose == "'other'") 

Lending = "'Good'"; 

else if (Purpose == "'used car'") 

Lending = "'Bad'"; 

else if (Purpose == "'domestic appliance'") 

Lending = "'Bad'"; 

else if (Purpose == "'repairs'") 

Lending = "'Bad'"; 
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else if (Purpose == "'education'") 

Lending = "'Bad'"; 

else if (Purpose == "'vacation'") 

Lending = "'Bad'"; 

else if (Purpose == "'radio/tv'") { 

if (ExistingCredit > 1) 

Lending = "'Good'"; 

else 

Lending = "'Bad'"; 

} else if (Purpose == "'new car'") { 

if (OwnPhone == "'none'") 

Lending = "'Bad'"; 

else 

Lending = "'Good'"; 

} else if (Purpose == "'furniture/equipment'") { 

if (Employment == "'unemployed'") 

Lending = "'Good'"; 

else if (Employment == "'1<=X<4'") 

Lending = "'Good'"; 

else if (Employment == "'4<=X<7'") 

Lending = "'Good'"; 

else if (Employment == "''>=7'") 

Lending = "'Good'"; 

else 

Lending = "'Bad'"; 

} 

} else if (JobType == "'skilled'") { 

if (Parties == "'guarantor'") 

Lending = "'Good'"; 

else if (Parties == "'co applicant'") 

Lending = "'Bad'"; 

else if (Parties == "'none'") { 

if (Duration > 30) 

Lending = "'Bad'"; 

else { 

if (Savings == "'>=1000'") 

Lending = "'Good'"; 

if (Savings == "'500<=X<1000'") 

Lending = "'Good'"; 

else if (Savings == "'100<=X<500'") { 

if (History == "'no credits/all paid'") 

Lending = "'Good'"; 

else if (History == "'all paid'") 

Lending = "'Good'"; 

else if (History == "'delayed previously'") 

Lending = "'Good'"; 

else if (History == "'critical/other existing credit'") 

Lending = "'Good'"; 

else 

Lending = "'Bad'"; 

} else if (Savings == "'no known savings'") { 

if (ExistingCredit > 1) 

Lending = "'Good'"; 

else { 

if (OwnPhone == "'yes'") 

Lending = "'Good'"; 

else 
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Lending = "'Bad'"; 

} 

} else if (Savings == "'<100'") { 

if (History == "'no credits/all paid'") 

Lending = "'Bad'"; 

else if (History == "'all paid'") 

Lending = "'Bad'"; 

else if (History == "'delayed previously'") 

Lending = "'Bad'"; 

else if (History == "'critical/other existing credit'") 

Lending = "'Good'"; 

else if (History == "'existing paid'") { 

if (OwnPhone == "'Yes'") 

Lending = "'Bad'"; 

else { 

if (ExistingCredit > 1) 

Lending = "'Bad'"; 

else { 

if (Property == "'no known property'") 

Lending = "'Good'"; 

else if (Property == "'life insurance'") 

Lending = "'Bad'"; 

else if (Property == "'car'") { 

if (LoanAmount > 1400) 

Lending = "'Good'"; 

else 

Lending = "'Bad'"; 

} else if (Property == "'real estate'") { 

if (Age > 26) 

Lending = "'Good'"; 

else 

Lending = "'Bad'"; 

} 

} 

} 

} 

} 

} 

} 

} 

} 

} 

} 

 

 

 

 


