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ABSTRACT
It is a well-recognized fact that a Cyber-Physical System (CPS) ex-
periences uncertain (including unknown) situations during their
operations. Some of such uncertainties could potentially lead to
failures of CPS operations. Factors contribute to such uncertainties
include 1) the intrinsically unpredictable physical environment of
a CPS, 2) the use of communication networks continuously expe-
riencing problems (e.g., slower connection than expected), and 3)
the increasing use of machine learning algorithms in CPSs which
introduce inherent uncertainties to these CPSs. No matter how
meticulously a CPS is designed and developed, it is impossible to
predict all possible uncertain situations it will experience during
its operation. Thus, there is a need for new methods for discover-
ing and handling uncertain situations during the CPS operation
to prevent it from failure. In this paper, we present our ideas on
how digital twins, i.e., "live models" of CPSs can help in discover-
ing and handling potentially unsafe situations during its operation.
We present the research challenges and potential solutions to de-
velop, deploy, and operate such digital twins. The presented work is
planned to be performed in a recently accepted European research-
based innovation project, ADEPTNESS.
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1 PROBLEM STATEMENT AND
STATE-OF-THE-ART

A digital twin is defined in [2] as “a digital replica of a living or non-
living physical entity”. In our context, we focus on the digital twin
of a Cyber-Physical System (CPS) including its environment and
communication medium used by the CPS. Moreover, we focus only
on discovering uncertain (including unknown) behaviors of the
CPS with digital twins in this paper. The overall aim is to prevent
the CPS from failures during its operation when such uncertain
behaviors are discovered. We would like to point it out that even
though this paper focuses on discovering uncertain situations in a
CPS through its corresponding digital twin, the developed digital
twin can also be further enhanced to include other functionalities
such as run-time verification and predictive maintenance.

Figure 1 shows how we view a digital twin in our context for
uncertainty discovery. A digital twin is composed of two main
components. The first component is the live model of the digital
twin, which is a digital representation of the CPS in the form of
models (e.g., a mix of software, hardware, communication models).
Such models are continuously updated to reflect the most up to date

state of the underlying CPS based on various types of monitoring
data (e.g., system, maintenance, health, and environment data).
Second, an uncertainty discovery approach, which is applied to
the live models of the digital twin, discovers uncertain (including
unknown) situations in the digital twin and consequently in the
underlying CPS. In case, unsafe unknown situations are discovered,
a digital twin may intervene the CPS by controlling its operation,
and in certain cases, where the direct control is not possible, the
digital twin may raise an alarm or send a notification to the CPS
operator, who is expected to take appropriate actions consequently.
In our context, by unknown situations, we mean the behaviors of a
CPS that were not known or not fully known at the design time of
the CPS, which indicates various degrees of uncertainties.

Figure 1: Digital Twin for CPS

The concept of digital twins exist for a long time. For instance,
NASA used an replicated version of Apollo 13 in the lab to run
simulations and prevent the failure of the system and rescue it if
possible 1. However, digital twins are getting much more attention
recently due to the latest technological advances in data analytic,
more powerful computation, and availability of advanced artificial
intelligence techniques, e.g., for predictions. All these technologies
made it possible to have a live and up-to-date digital model of a
CPS available in the lab to run simulations, predictions, and other
advances analyses to prevent system failures during operation.
However, the current state-of-the-art still lacks systematic methods
to build digital twins to perform advanced analyses at run-time
during the operation of CPS to prevent CPS failures [5]. We present
our ongoing work in this paper that is focused on leveraging digital
twins of CPSs in operation to discover uncertain situations and to
prevent CPS failures. The work is being performed in a recently
accepted EU project, ADEPTNESS 2. The project includes two in-
dustrial use cases, one from the railway domain and the second one
from the elevator domain.

1https://www.thefuturefactory.com/blog/24
2https://cordis.europa.eu/project/id/871319
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2 APPROACH
Our approach consists of two parts: 1) developing digital twin for
a CPS; 2) developing uncertainty discovery approach based on
lifelong machine learning approaches. Figure 2 shows our overall
approach.

Figure 2: Uncertainty Discovery in CPS with Digital Twins

2.1 Developing Live Models with Model-based
Systems Engineering

First, we need to build realistic models of the CPS in the operation
that is continuously being updated with live data from the CPS op-
eration. These models are a hybrid set of models including software,
hardware, environment, and communication models. Such models
are developed with Model-Based Systems Engineering methodolo-
gies for modeling CPSs, and their operating environments and used
networks. Depending on the types of analyses to be supported with
digital twins the level of details of these live models varies. More-
over, depending on the use case and type of access to the physical
CPS, the modeling notations vary as well. Some commonly used lan-
guages that are relevant in our context include SysML3, Modelica4,
and Simulink5. The models shall capture known and uncertain be-
haviors of environment and networks. To this end, we will use our
existing uncertainty modeling framework– called UncerTum [6]
that allows modeling various types of uncertainties in CPS. Since
one of the key features of digital twins is to support simulation, we
will develop simulation support based on the Functional Mockup
Interface (FMI) standard6, which will enable the access to a wide
variety of simulators/emulators via standard interfaces.

2.2 Uncertainty Discovery with Lifelong
Reinforcement Learning and
Multi-Objective Optimization

In the context of this work, we will focus on uncertainty discovery
at run time during the operation of the CPS. Defining such methods
is challenging since the CPS is continuously producing data streams
and as a result the digital twin is also continuously being updated
to re-calibrate itself to synchronize with the CPS in operation. To be
more cost-effective in discovering uncertainties under continuous
changes in the CPS itself and its operating environment, we will
employ the method of Lifelong Reinforcement Learning (LRL) [1].
LRL accumulates previous experiences as knowledge memorization
3https://sysml.org/
4https://openmodelica.org/
5https://www.mathworks.com/products/simulink.html
6https://fmi-standard.org/

and focuses on learning an optimal policy based on rewards, which
will direct a software agent (e.g., the live model of a CPS in digi-
tal twin) to take actions in a continuously changing environment
to maximize long-term reward (e.g., cost-effectively discovering
unknown behaviors of the CPS). With knowledge memorization,
the agent learns the optimal policy (e.g., environmental conditions
highly likely leading the digital twin capturing the CPS behavior to-
wards uncertain situations) from interactions with the digital twin,
which include taking actions (together with simulators/emulators)
on the digital twin and receiving rewards. Based on the rewards,
LRL helps the uncertainty discovery functionality of the digital
twin to adjust its policy until the optimal one is obtained. We will
extend our existing work [4] that focuses on testing self-healing
behaviors of CPSs under uncertainty with reinforcement learning.
However, our existing work [4] focuses on testing and cannot deal
with CPSs in operation.

Search-based Software Engineering (SBSE) [3] will be employed
to perform activities such as generating data that highly likely leads
to discovering uncertain/unknown behaviors in digital twins, and
generating optimal uncertainty values for simulators/emulators
that highly likely lead the digital twin towards unknown/uncertain
situations. For the former, we will utilize existing real data from the
CPS, if possible. To apply SBSE, we will define the encoding of data
as the input to search algorithms, and define fitness functions to
guide algorithms to generate optimal data. Fitness functions will be
defined based on heuristics. For example, if selecting particular data
leads the digital twin closer to discovering an unknown behavior,
the search is moving in the right direction. To determine what
is unknown, we will implement a set of heuristics, for example,
based on a variety of similarity functions (such as the Euclidean and
Levenshtein functions). The key idea is that if we learn a behavior
which is significantly different than the known behavior (using
the similarity functions), it means that an unforeseen situation is
observed. Since our optimization problems might have multiple
objectives, we will apply existing multi-objective search algorithms
(e.g., NSGA-II [3]), extending them, or developing new ones. In
case, an unsafe unforeseen situation is discovered in digital twin,
appropriate recovery mechanisms will be invoked by the digital
twin to prevent its underlying CPS from failure. In worst case if
any recovery mechanisms are not available, the digital twin will
inform the CPS operator about the discovered situation with the
detailed log of events and data that lead to the situation.
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