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Abstract: 

Context: Critical systems as found in domains such as avionics, railways, and automotive are often 
subject to a formal process of safety assessment or certification. The goal of this process is to ensure that 
these systems will operate safely without posing undue risks to the user, the public, or the environment. 
Safety is usually assured by compliance with safety standards, which involves providing evidence to 
show that the safety criteria of the standards are met. Oftentimes, standards are ambiguous and 
extremely time consuming to understand, due to its sheer size and the fact that textual standards are 
prone to subjective interpretation.  

Objective: As a prerequisite to comply with standards, safety professionals need knowledge of how to 
classify different types of evidence, how to structure the evidence, and how to assess them. This paper is 
aimed towards developing such a body of knowledge.  

Method: This paper reports a Systematic Literature Review (SLR) of 216 papers published between 
1990-2012, obtained after a multi-stage selection process. The SLR identifies and classifies the 
information and artefacts considered as evidence for safety, analyses the existing techniques for 
evidence structuring and assessment.  

Results: The results of the review were used to build an evidence taxonomy which will be particularly 
relevant to practitioners seeking a better understand about evidence requirements as well as to 
researchers conducting research in this area. The taxonomy has 49 different evidence types that were 
collected from the 216 papers. The paper also reports on most identified techniques for evidence 
structuring and assessment. In addition, the SLR summarizes the challenges noted in the literature in 
relation to provision of safety evidence and analyses commonalities between different application 
domains. The paper further discusses the implications of the results of the literature review for future 
research in the application domains identified in the review. 

Conclusion: The paper, to our knowledge, is the first systematic review concerning evidence for safety. 
The results provide useful insights for both research and practice. Particularly, the evidence 
classification developed provides a concrete basis for learning about and tailoring the various types of 
evidence that practitioners need to provide in support of safety. As a major finding in the review, the 
results suggest that there is a strong need for more practice-oriented and industry-driven empirical 
studies in this area. 

Keywords: safety-critical systems; safety standards; safety compliance; safety certification; safety 
evidence; systematic literature review. 
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1  INTRODUCTION 
A safety-critical system is one whose failure may cause death or injury to people, harm to the 

environment, or economical loss [62]. In domains such as avionics, railways, and automotive, such 
safety-critical systems are typically subjected to a rigorous safety assessment process. A common type of 
assessment is safety certification [3], whose goal is to provide a formal assurance that a system is deemed 
safe by a licensing or regulatory body. Safety certification, evaluation or assessment is usually associated 
with assessing and certifying products, processes, or personnel. Certification of the product and process 
are the most challenging task while developing software for safety-critical systems [3].   

Assessing and assuring safety of a system relies on building sufficient confidence in the safe operation 
of the system in its given context. This confidence of safety is often achieved by establishing and 
satisfying safety objectives that mitigate the potential safety risks a system can pose during operation. 
The safety objectives are established by a set of industry-accepted criteria, typically available as standards 
that need to be complied with e.g., IEC61508 [35] for a broad class of systems, DO-178C [25] for 
avionics, the CENELEC standards [86] for railways, and ISO26262 [26] for the automotive sector. 

Demonstrating compliance with a standard or a set of standards, involves the collection and 
construction of evidence that shows that the relevant safety criteria in the standard are met [20]. In 
general, evidence can be defined as “The available body of facts or information indicating whether a 
belief or proposition is true or valid” [78]. However, for a realistically large system, one can seldom 
argue that evidence serves as a definitive proof of the truth or validity of safety claims, but only whether 
the evidence is sufficient for building (adequate) confidence in the claims. Hence, we define evidence for 
safety certification as “information or artefacts that contribute to developing confidence in the safe 
operation of a system”. Some generic examples of safety evidence are test results, system specifications, 
personnel competence etc. 

While failing to clearly understand the evidence needs for a system’s assessment process [80] [65], 
two main challenges may arise. First, the supplier may fail to record critical details during system 
development that the certifier would need. This can be both expensive and laborious, as the supplier has 
to reconstruct the missing evidence artefacts after-the-fact. Second, not knowing ahead of time what they 
(the certifiers) will receive as evidence may affect the planning and organization of the certification 
activities. Furthermore, the certifier may find it hard to develop sufficient confidence in the system 
undergoing certification without having agreed to the evidence requirements first [19]. 

Apart from understanding and defining precisely the evidence requirements, attention needs to be paid 
by the supplier as to how this evidence is organized and assessed for sufficiency. Especially, for large-
scale systems, if the evidence is not structured and assessed properly, its sheer volume and complexity 
can jeopardize the clarity of the safety aspects being argued [89]. 

Hence an important task for the suppliers and the certifiers is therefore to elaborate and agree on what 
evidence is exactly made up of for a given standard and a given system, and how it can be structured and 
assessed to demonstrate confidence in the system safety.  

The main objective of this paper is to synthesize the existing knowledge in the academic literature 
about provision of safety evidence, concentrating on the three facets outlined above: the information that 
constitutes evidence, structuring of evidence, and evidence assessment. And hence, understand the 
challenges/needs while providing evidence for compliance of a safety standard. We achieve this objective 
by means of a Systematic Literature Review (SLR) – a documented and repeatable process through which 
the literature on a given subject is examined and the current state of knowledge is recorded [10]. The 
main advantage of a SLR, when compared to ad hoc search, is that it provides a higher degree of 
confidence about covering the relevant literature and thus minimizes subjectivity and bias. 

Our SLR draws on 216 peer-reviewed publications, selected out of 4873, through a multi-stage 
process. The review is intentionally designed to have a broader scope in terms of not restricting to a 
particular domain or safety standards analysed. This breadth in the search would give us deeper insights 
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on evidence requirements of the state of the art. It would also help us in understanding the strengths and 
weaknesses of certain domain/standard allowing areas of improvements by applying the positive lessons 
learned in one domain/standard to another. The SLR has been developed as part of OPENCOSS [77] – a 
large-scale European research project whose goal is to devise a common certification framework for the 
railway, avionics and automotive domains. 

As part of our work, we classify into a hierarchical taxonomy the various information and artefacts 
considered as evidence for compliance with safety standards in the literature. The taxonomy, which 
includes 49 evidence types, is the most comprehensive classification of safety evidence built to date. This 
taxonomy acts as a good starting point to understand and further elaborate the evidence requirements for 
specific standards and specific systems, both for research and for industry. The other results of the 
review, namely, the various techniques for evidence structuring and assessment and the challenges 
addressed in the literature will be useful contributions to anyone who wants to get acquainted with the 
filed quickly both for research and industry practice. Using these results, we also perform an application 
domain analysis trying to find the commonalities with regards to safety evidence provision for 
compliance with safety standards. 

Results from the SLR suggest that safety assurance and certification research must aim to be more 
rigorous from an empirical standpoint and more oriented towards industry needs. The results further 
provide a holistic picture of the challenges faced in relation to safety evidence, which is helpful for 
shaping the future research agenda on the subject. The results obtained, as part of the domain analysis 
will be useful to suppliers performing cross-domain safety assessment and certification. These results will 
help in improving domains that are new to safety compliance such as automotive, by acting on the 
lessons learned from more mature domain such as avionics. 

The rest of the paper is organized as follows. Section 3 presents the background. Section 3 presents the 
related work performed in the context. Section 4 describes the research method used. Section 5 presents 
the SLR results. Section 6 discusses the implications of these results on research and practice. Section 7 
discusses the threats to validity of the review and how they were mitigated. Finally, Section 8 presents 
our conclusions and future work. 

 

2 BACKGROUND 
Safety-critical systems are expected to provide a certain degree of confidence on their safe operation in 

a given context without harm to people and environment. The purpose of certification or assessment is to 
provide this confidence, that a system is safe for use in a specific environment under specific conditions 
[17]. The safety assessment or certification is usually based on certain development and assessment 
requirements mandated by specific industry accepted norms called Safety Standards. Examples of safety 
standards include IEC61508 [35], used for the certification of electrical, electronic or programmable 
electronic systems that are used in safety-critical environments, DO-178C [25] used in commercial and 
military aerospace for software consideration of airborne systems and equipment certification, the 
CENELEC standards (e.g., [86]), which unifies three European standards (EN50126 (1999), EN 50128 
(2001), EN 50129 (2001) ) for railway safety across Europe, and ISO26262 [26] for functional safety of 
road vehicles. 

To demonstrate compliance with a standard, one must collect and construct “evidence” that shows 
that the relevant safety criteria in the standard are met. The evidence information or artefacts must be 
linked to the requirements of the safety standard(s) that needs to be met. Although the safety standards 
provide some guidance for collection of information regarded as evidence, the guidance is mostly 
imprecise and vague. An agreement, therefore, has to be established between the system supplier and the 
certifier, as to what evidence is necessary to demonstrate compliance [99]. Without an agreement, 
problems might raise in the ways the supplier and certifiers interpret the standards. It is therefore vital to 
understand correctly, the evidence requirements to show compliance to a safety standard. 



Simula Research Laboratory, Technical Report 2012-23 February 2013 
 

Apart from identifying the evidence requirements, the format in which the collected evidence is 
presented needs to be structured, ensuring the ease of readability and assessability. One common way of 
structuring safety evidence is by using safety cases. A safety case can be defined as “A structured 
argument, supported by a body of evidence that provides a compelling, comprehensive and valid case 
that a system is safe for a given application in a given operating environment” [71]. A body of evidence 
without an argument is unexplained and an argument without evidence is unconvincing [43]. Safety 
arguments are the links between evidence and safety claims, arguing that the evidence is adequate to 
reasonably conclude acceptable safety of the system. These claims, argumentation and evidence will take 
the form of a safety case.  

While the safety evidence contributes to the overall confidence of the safe operation of a system, one 
can assess the confidence in the safety evidence itself to support such a claim. Though safety standards 
mandate adequate evidence to show compliance, they generally lack the trivial question – “What is 
adequate evidence?”. Assessing the adequacy or confidence in the body of evidence allows for better 
argumentation hence improving the overall confidence in the system. Adequacy can be estimated, for 
instance, by means of a qualitative approach (for example, a level confidence) or a quantitative approach 
(for example, a numerical estimation of the adequacy). 

 

3 RELATED WORK 
Several strands of previous work have discussed the notion of evidence and analysed what 

information can be provided as evidence for safety certification. In addition, some existing SLRs relate 
to the one reported in this paper. These works are reviewed in this section. There also exist other pieces 
of work that have studied specific types of evidence (e.g., formal methods and testing results [2]). These 
are not reviewed because they only dealt with specific types, whereas this paper aims to provide a more 
general view. 

A common point of discussion in the literature about evidence is related to its nature. Such work (e.g., 
[98]) discusses process-based evidence (i.e., about the process followed) and product-based evidence 
(i.e., about system characteristics), and what type of evidence can be regarded as better suited for 
demonstrating safety. In general, the conclusion is that both types of evidence are necessary. 

Some earlier works have provided classifications of evidence items for IEC61508 [64] and for the 
nuclear domain [63], or have provided classifications of artefacts that can be used as evidence (e.g., [46]). 
Others (e.g., [45]) have proposed sections and thus structures for cases. Further, there are two on going 
OMG initiatives aimed at standardizing the notion of and the concepts related to assurance evidence [76] 
and arguments [75].  

The above pieces of work have been a useful start for the SLR. The main gap in past-related literature, 
which our SLR aims to address, is that they are too generic and do not provide a systematic and 
sufficiently detailed analysis of possible evidence types. As a result, they provide little concrete guidance 
to the practitioners as to what constitutes safety evidence. 

Some have analysed and provided examples of evidence for standards such as IEC61508 [85] and DO-
178B [36]. The main weakness of these literatures is that the evidence types provided are too specific, 
providing a view based only on individual standards. 

Finally, even though some related SLRs exist in literature (e.g., on testing [100], on requirements 
specification [49], and on reliability [4]), they have not addressed provision of evidence for safety 
certification. 
3.1 Need for a Systematic Literature Review 

As discussed above, there is little light shed on what contributes as evidence for safety certification. 
As a result, the notion of evidence can be regarded as vague. Very little has been done to identify and 
classify the different information considered as evidence, leaving practitioners with little guidance during 
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the certification process. In addition, we found no unifying framework that allows reasoning and 
communication of information considered as safety evidence.  

Consequently, we considered that a research effort in the form of a SLR was necessary to gain new 
and further insights into how to provide safety evidence. 

4 RESEARCH METHOD 
A Systematic Literature Review is a means of identifying, evaluating and interpreting available 

research relevant to a particular research question or topic area [10]. Individual studies contributing to a 
systematic review are called primary studies; a systematic review is a form of a secondary study. The 
purpose of a SLR is three fold: 

⎯ To present a fair evaluation of a research topic by means of a rigorous and systematic 
methodology. 

⎯ To help in identifying any gaps in the current research in order to suggest further 
improvements. 

⎯ To summarise and provide background for new research activities.  
The design of the SLR reported in this paper started in October 2011. After several refinements and 

improvements, publication search was performed in January 2012.  
The following subsections present the research questions, the data sources, search strategies, the 

publication selection, and the quality criteria of the SLR. 
4.1 Research Questions 

We formulated the following research questions:  
 
RQ1. What information/artefacts contributes as evidence for compliance with safety standards? 
The aim of this question is to identify the various information / artefacts / tools / techniques considered 

as or used to provide evidence about the safety of the system to be assessed or certified. The results 
obtained from the literature are used to develop an evidence classification. 

 
RQ2. What techniques are used for structuring evidence for compliance with safety standards? 
With the increasing demand for detail by the safety standards along with the growing complexity of 

systems, safety arguments and their evidence are growing dramatically in size, making it difficult to 
maintain them in the overall context of the system safety. That is, the sheer volume of supporting 
evidence can jeopardize the clarity of the high level argument for a large system [55]. Thus, evidence 
collected during the various stages of the system development and testing must be documented and can 
be structured or presented to show the overall safety of the system in a clear and concise way. 

The aim of this question is to identify the various structuring techniques proposed in the literature for 
presenting and structuring evidence used to argue safety of the system. 

 
RQ3. What techniques are used for assessing the adequacy of evidence?  
Most safety standards mandate adequate safety evidence to show compliance towards the safety 

requirements. Hence, assessing the confidence in the body of evidence allows for better argumentation 
and thereby improving the overall confidence in the system.  

The aim of this question is to identify the various assessment techniques proposed in the literature to 
assess the confidence or adequacy of the evidence collected for certification. 

 
RQ4. What challenges and needs have been the target of investigation in relation to safety 

evidence?  
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The aim of this question is to identify the various challenges addressed in different domains, regarding 
the provision of evidence for safety certification. The results obtained will be useful to identify emerging 
trends and provide an overall view of the problems tackled in the literature. 

 
RQ5. What commonalities lie among application domains with regards to RQ1-RQ4? 
Due to the increasing size and complexity of safety-critical systems combined with their growing 

market demand, industry requires implementing a coherent reuse strategy. A key difficulty when trying to 
reuse products from one application domain in another is to satisfy the safety requirements, as different 
domains are subjected to different safety regulations. Subsequently, for a reused product, new set of 
safety evidences have to be collected, structured and assessed to show compliance, just as for a new 
product. This reduces the return on investment of such reuse.  

The aim of this question is to perform an application domain analysis to compare the simillarities 
among the domains. The results obtained from the analysis will be useful to understand how reuse of 
evidence information would help practioners who perform cross-domain certification. The results will 
also allow to improve domains that are new to safety compliance such as Automotive. 
4.2 Source Selection 

We performed two types of searches to select publications relating to the scope of the review. The first 
type was an automatic search performed on the following publishers databases: ACM (portal.acm.org), 
IEEE (ieeexplore.ieee.org), Springer (springerlink.com), Elsevier (sciencedirect.com), Wiley 
(onlinelibrary.wiley.com). Apart from the above-mentioned publishers, we also performed an automatic 
search on Google Scholar. The search string was too long for the search engines of SpringerLink and 
Google Scholar and hence we had to define several sub-strings of the final search string to obtain results.  

The second type was a manual search on Australian Workshop on Safety Critical Systems and 
Software, High-Assurance Systems Engineering (HASE), IET System Safety, International Symposium 
On Leveraging Applications of Formal Methods, Verification and Validation (ISoLA), International 
Symposium on Software Reliability Engineering (ISSRE), International Conference on Computer Safety, 
Reliability and Security (SAFECOMP), Safety Critical System Symposium, Reliability Engineering & 
System Safety, IEEE Transactions on Reliability, and IEEE Transactions on Software Engineering.  

Conferences, workshops and journals with the highest number of retrieved paper during the automatic 
search were selected for the manual search. In addition expert knowledge was used to select venues for 
manual search.  

TABLE I.  SOURCES SEARCHED 

Sources Type of search performed 
IEEE Xplore (Publisher) Automatic 
ACM Digital Library (Publisher) Automatic 
Springer Link (Publisher) Automatic 
Elsevier (Publisher) Automatic 
Wiley (Publisher) Automatic 
Google Scholar Automatic 
HASE (Conference) Manual 
IET System Safety (Conference) Manual 
ISoLA (Conference) Manual 
ISSRE (Conference) Manual 
SAFECOMP (Conference) Manual 
Australian Workshop on Safety Critical Systems and Software Manual 
Safety Critical System Symposium (Conference) Manual 
Reliability Engineering & System Safety (Journal) Manual 
IEEE Transactions on Reliability (Journal) Manual 
IEEE Transactions on Software Engineering (Journal) Manual 
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4.3 Search String 
We developed the search string by extracting the major terms from the research questions. Some of the 

keywords were based on expert knowledge from some papers we already had. We included plurals, 
synonyms and related terms to narrow the search results. A number of pilot searches were performed to 
refine the keywords in the search string using trail and error method.   

The search string consisted of three parts: the first part linked the population of works that dealt with 
safety critical systems, the second part was related to the assessment or certification of the systems, and 
the third part was related to safety evidence used in the assessment of the critical systems. We used 
Boolean OR to incorporate search terms of plurals and synonyms and Boolean AND for combining 
different major terms. 

 After several iterations, we used the following search string to search within keywords, title, abstract 
and full text of the publications: 

 
("critical software" OR "critical system" OR "critical systems" OR "critical equipment" OR "critical 
application" OR "critical applications" OR "embedded system" OR "embedded systems" OR 
"embedded software") AND 
("safety certification" OR "safety evaluation" OR "safety assurance" OR "safety assessment" OR 
"safety qualification" OR "safety analysis" OR "safety standard" OR "safety standards" OR "safety 
requirement" OR "safety requirements") AND 
(evidence OR "safety case" OR "safety argument" OR "assurance case" OR "dependability case").  
 

4.4 Study Selection Startegy and Inclusion Criteria 
We detailed specific inclusion/exclusion criteria for including studies and selecting relevant ones for 

data extraction purposes. The basic inclusion criterion was to identify and select studies related to safety 
assessment or certification of computer-based critical systems that dealt with safety evidence for showing 
compliance with safety standards. We searched and included publications written in English that provided 
information / artefacts / tools / techniques considered as evidence for safety. When performing the 
manual search, we included only those studies, which were not identified in the automatic search. In the 
journals, we only considered volumes from 1990. This was the publication year of the oldest paper 
selected with automatic search and manual search of conferences and workshops. The following 
exclusion criteria was used to not include: 

 
⎯ Grey literature such as technical reports, working papers, project deliverables and PhD thesis 
⎯ Books, tutorials or poster publications 
⎯ Publications that addressed generic safety analysis techniques (e.g., FTA) but did not address 

provision of evidence for safety certification 
⎯ Papers in the context of non-computer based critical systems 
⎯ Publications not written in English 

 
The study selection procedure was divided into four phases, as shown in Figure 1. In Phase 1, we 

applied the search string to the electronic databases, and a total of 2,200 results were retrieved.  
In Phase 2, the first author read the abstract of the retrieved publications to determine their relevance 

to the scope of the SLR. The basic selection criterion at this stage was to check if the abstracts referred to 
safety evidence information for assessment or certification purposes or included the word evidence or 
some way to specify evidence (safety/assurance/dependability case) for compliance with safety standards. 
During this phase the first author also performed the manual searches on the selected conferences and 
journals for relevant publications. The same selection criteria as above were used for manual searches. 
From the 2,200 studies obtained in automatic search in the publishers’ database, 151 publications were 
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selected. Performing the manual search on the different conferences and journals, 65 studies were 
selected, making a total of 216 studies for the next phase.  

In Phase 3, the first author reviewed the full text of the 216 selected studies with help and guidance 
from the remaining authors. No evidence information was retrieved in 56 studies and these were excluded 
from the review. The first author extracted relevant data from 160 studies during this phase. 

In Phase 4, the second author performed two types of reliability checks. First, he randomly checked 
over 10% of the studies of Phase 1 by reading the abstract. Second, he inspected all the 56 papers 
excluded in Phase 3. Excluded works considered to be potentially relevant were brought up for discussion 
and reviewed again. 4 studies were added after discussion among the authors and relevant data was 
extracted from them. In addition 13 papers that were missed during the previous phases were also added 
based on expert knowledge on the area. Finally, duplicates (papers with at least one author in common 
that provided equivalent answers to the research questions; e.g., an extended version of a previous paper) 
were removed. The final number of primary studies at the end of this phase was 177.  

 

 
Figure 1. Multi-stage study selection process 

 
During the last phase (phase 5), the second author applied the search string to Google Scholar and 

obtained 5,430 studies. The second author checked only 2,763 studies out of the 5,430 due to lack of 
resources. The second author obtained a total of 50 relevant studies after reading the abstracts. The first 
author then performed a full text review of these studies. Finally, data was extracted from 39 studies, 
which were added to the final primary studies. The final number of primary studies was 216. 

Table II provides the individual number of studies obtained at different phases from the different 
sources. The table is grouped based on the source type namely: Publishers database, Conference and 
workshops, journals and expert knowledge 
4.5 Data Extraction and Quality Criteria 
We designed a data extraction template using spreadsheet to collect information needed to answer all the 
research questions. Apart from the bibliographic information (title, authors, year, and publisher), we 

Manual 
Search

(65)

Expert 
Knowledge

(13)

Automated 
Search
(2,200)

Phase 2: Primary Studies (216)

Google 
Scholar 

(39/ 5,430)

Phase 3: Primary Studies (160)

Phase 4: Primary Studies (177)

Phase 5: Primary Studies (216)

Full Text Review

Reliability Checks
Removal of duplicates

Phase 1: Primary Studies 
(2200)

Title and Abstract 
Exclusion

Applying Inclusion/Exclusion Criteria
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extracted from each study the application domain in which the system under assessment or certification 
was used, the underlying safety standard(s) used to show compliance, information/artefact/tool/technique 
contributing to evidence, techniques for evidence structuring, techniques for assessing confidence on the 
evidence collected, tool support for evidence management, structuring or assessment, needs and 
challenges addressed about provision of evidence. Table III provides some sample data extracted from 
the studies. All the information about the data extracted from all the studies can be found in [88]. 
For the data extraction process, we defined 3 quality criteria: 

⎯ Evidence abstraction level, which was assigned on the basis of the scope and specificity of 
evidence instances in a given study. The abstraction levels defined, from the most abstract to 
the most specific, were: generic, domain level, safety standard level, system type level, and 
(specific) system level. Using the evidence types from our evidence classification (Section 5.1) 
example instances of evidence for the (non-generic) abstraction levels are: Hazard 
specification for domain level (nuclear domain) [57], Source code for safety standard level 
(instantiated for RTCA DO178B) [36], System Historical Service Data Specification for 
system type level (COTS-based systems) [106], and Model Checking Results for specific 
system level (instantiated for a specific pacemaker software) [51]. We considered lower 
abstraction levels (more specific evidence) to be more useful. 

⎯ Validation method, which was assigned based on how a given study had been validated. The 
studies were classified as: case study (validated in real projects by practitioners different to the 
authors), field study (validated with data from real projects, but not during the execution of the 
projects), action research (validated in real projects by the authors themselves), survey 
(validated on the basis of practitioners’ opinion and perspectives), or none. We considered 
information gathered from validated work to be more useful as they better reflect the state of 
practice. 

⎯ Tool support, (if any), which assist in the provision of evidence (collection, structuring and 
assessment) for certification or safety assurance purposes.  
 

Source 
 

Phase 1 Phase 2 Phase 3 Phase 4 Phase 5 

IEEE Xplore 775 75 60 67 67 
ACM  125 15 11 10 10 
Elsevier  448 22 14 14 14 
Springer Link 689 33 21 22 22 
Wiley  163 6 4 4 4 
Australian Workshop on Safety Critical Systems 
and Software 

- 7 4 4 4 

HASE  - 0 0 0 0 
IET System Safety  - 12 8 8 8 
ISoLA  - 4 3 3 3 
ISSRE  - 2 2 2 2 
SAFECOMP  - 20 17 14 14 
Safety Critical System Symposium  - 14 12 12 12 
Reliability Engineering & System Safety  - 4 3 3 3 
IEEE Transactions on Reliability  - 0 0 0 0 
IEEE Transactions on Software Engineering  - 2 1 1 1 
Expert knowledge - - - 13 13 
Google Scholar - - - - 39/5,430 
 
Sum 

 
2,200 

 
216 

 
160 

 
177 

 
216 

TABLE II.  SLR PHASES AND NUMBER OF PUBLICATION
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Id Bibliographic 
Information 

Application 
Domain (s) 

Underlying 
Standard (s) 

Information/artefact/tool/technique 
contributing to evidence 

Techniques 
for evidence 
structuring 

Techniques 
for assessing 

evidence 
confidence 

Tool 
support 
(If any) 

Objectives/ 
challenges 
addressed 

Evidence 
Abstraction 

level 

Validation 
method 

1. B. Scott Andersen 
et al.  [9] ACM 
Digital Library 
[2011]  

Avionics RTCA 
DO178B 

Structural coverage analysis, Plan for 
Software Aspects of Certification, Software 
Development Plan, Software Verification 
Plan, Software Configuration Management 
Plan, Software Quality Assurance Plan, 
software design artefacts, source code, 
verification methods and data, formal 
methods, exhaustive input testing, SCA 
report and its review checklist. 

None None None Better develop-
ment processes 
and better 
evidence about 
process 
compliance 

System type 
level, 

Standard 
Level 

None 

2. I. Habli et al. [39] 
ISSRE [2008] 

Aerospace & 
Automotive 

IEC61508 & 
RTCA 

DO178B 

Model checking results, statistical testing 
results, competency of personnel, HAZOP, 
Failure Propagation and Transformation 
Calculus, Requirements inspections, 
Software architects system experience, past 
requirements allocation, tool qualification 
report, independence analysis results among 
requirement analysis and architecture. 

Tree-based 
process model 

and GSN 
Models 

GQM-based 
Checklist 

None Better develop-
ment processes 
and better 
evidence about 
process 
compliance 

Domain and 
Safety 

Standard 
Level 

Action 
Research 

3. N. Basir et al. 
[72] Elsevier 
[2009] 

Unspecified Unspecified Formal proofs/methods/analysis, Automated 
theorem provers´ results, documents 
containing the model from which the source 
code has been generated. 

GSN Models Argumentation ASCE Construction of 
Safety cases 

Generic None 

4. P. Graydin et al. 
[83] Expert 
Knowledge 
[2011] 

Avionics RTCA 
DO178B 

Operating System, code review, code 
inspection, branch coverage testing, test 
plan, boundary values testing, test case 
specification. 

GSN Models 
& CAE 

Argumentation None Capturing the 
degree of 
credibility or 
relevance of the 
evidence 

Specific 
System Level 

Action 
Research  

5. L.H. Eriksson 
[28] Safecomp 
[2004] 

Railways CENELEC 
EN50126, 

EN50128-29 

System definition (design documentation), 
quality management report, safety 
management report, technical safety report, 
related safety cases (Safety Cases of any 
sub-systems or equipment on which the main 
Safety Case depends), installation structure, 
automated theorem proving (in propositional 
logic), risk analysis. 

CENELEC 
template 

Checklist None Construction of 
Safety cases 

Safety 
Standard 

Level, 
Specific 

system Level 

Action 
Research, 

Survey 

6. S. Wagner et al. 
[101] IEEE 
Xplore [2010] 

Automotive IEC61508 Use of fault pattern libraries (source code), 
Testing results using fault injection, formal 
verification results, simulation, Fault models 
(hazard analysis), Simulink / Stateflow / 
TargetLink models. 

GSN Models Argumentation None Ambiguity in 
Safety 
Standards 

Domain 
Level, System 

Type Level 

Case Study 

7. J. Wang. [50] 
Google Scholar 
[2000] 

Energy and 
Oil 

Multi 
standards 

FTA, Consequence analysis, ETA, Structural 
review of risks, requirements analysis, safety 
requirements specifications, Systematic audit 
to confirm the safety requirements 
specifications meets software, semantic 
analysis, software reliability growth models, 
formal methods like Z; Vienna Development 
Method, Communicating Sequential 
Processes and Calculus of Communicating 
System, FMECA, PHA.   

None None None Specification of 
evidence 
content 

Domain Level None 

TABLE III. EXAMPLES OF DATA ETRACTED 
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5 RESULTS 
This section discusses the results of the review, answering the research questions individually. The 

extracted data from the 216 studies over a publication period of 22 years were used to formulate the 
results. With respect to the application domains and safety standards referred in the studies, we identified 
eight application domains and 15 safety standards. Some studies did not mention any safety standard or 
application domain. We did not consider studies that mentioned: 

 
⎯ Generic application domains (e.g., programmable electronics) and safety standards  
⎯ Unspecified application domains and safety standards (unless and until explicitly mentioned) 
⎯ Combination of one or more domains or safety standards in the same study as they did not 

mention clearly which evidence information, technique or tools correspond to which domain or 
standard.  
 

The eight application domains identified in the studies are: 
1) Aerospace: dealing with systems in crafts that fly in outer space 
2) Avionics: dealing with aircrafts systems that fly in the atmosphere 
3) Automotive: dealing with systems that run on motor-vehicles on the road 
4) Maritime & Energy: dealing with systems in ships, offshore units, oil, gas and natural resource 

extraction 
5) Medical: dealing with systems in medicine and healthcare 
6) Nuclear: dealing with systems in nuclear power plants and controllers 
7) Railways: dealing with rail-road systems that run on tracks 
8) Robotics: dealing with robotics 

 
Figure 2. (a) Shows the study growth of publication rate of the primary studies obtained from 1990 to 

2012. It is evident that most of the work has been published in the last 5-6 years, indicating that safety 
assurance and certification is a relatively new field. The graph does not include five studies from the year 
2012, as review was mainly performed at the beginning of the year. Figure 2. (b), provides the number of 
papers found for each domain, with Avionics being the most identified in the literature. Figure 2. (c), 
shows the Number of papers per safety standard referred in the literature. As the figure shows, the most 
referred safety standard is the RTCA DO178B/C mandated in the avionics domain.. 
 

 
Figure 2. (a) No. of studies per Publication Year 
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Figure 2. (b) No. of studies per Application domain 
 
 
 

 
 

Figure 2. (c) No. of Studies per Safety Standard 
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5.1 RQ1: What constitues evidence for safety?  
We propose a taxonomy for evidence types based on the various evidence examples, artifacts and 

techniques extracted from the studies.  Figure 3 shows the complete evidence taxonomy developed in 
response to RQ1. Several iterations were made before the current structure of the taxonomy was 
developed. In each iteration, domain experts in systems safety and certification reviewed and provided 
feedback on the extracted evidence types.  
The taxonomy contains a total of 49 different evidence types denoted as leaf nodes in the figure. Each 
leaf node in the taxonomy has been referred to by at least two of the 216 selected papers. The taxonomy 
is complimented with a glossary (Table IV and V), which provides (1) a definition for each evidence type 
(leaf nodes in Figure 2) and the source(s) (different from safety standards) on which the definition is 
based; (2) the percentage of studies mentioning an evidence type; (3) the lowest evidence abstraction 
level found for the evidence type, and; (4) information about whether the evidence type has been 
validated. The full list of citations is available in [88], which also includes synonyms of the types, and 
techniques, artefacts, tools and information for their provision.  
The following clarifications need to be made for a better understanding of the taxonomy and how it was 
built: 

⎯ After finding information that could be regarded as evidence in the publications, we classified 
it in different categories.  

⎯ From a (business) process perspective [62]: 
• The tasks related to building, maintaining and using a critical system are specified in the 

Activity Planning. 
• The roles that will execute the tasks are specified in the Activity Planning. 
• The skills and knowledge required (conditions) for task execution are specified in 

Personnel Competence. 
• The necessary inputs (which exist before the critical system is built) correspond to Tool 

Support and Reused Components Information. 
• The outputs (results) of the process correspond to Activity Records and Product 

Information. 
• The output of one task can be input for another. 

⎯ Product Information also corresponds to Activity Records (i.e., it shows the activity 
performed). 

⎯ We found that Historical Service Data can refer both to a component that will be reused in a 
new system and to an existing system that aims to be (re-)certified after having been in 
operation. We have considered that the same techniques, artefacts and information can be used 
for the evidence types defined of both cases (Reused Component Historical Service Data 
Specification and System Historical Service Data Specification). 

⎯ The structure of Safety Analysis Results is based on the common explanation and relationships 
between accidents (mishaps), risks and hazards (e.g., [17]). 

⎯ Many techniques for safety analysis can be used to specify several types of evidence. For 
example, FTA can be used for Hazard Cause Specification and Risk Analysis Results [17]. 

⎯ A detailed classification of safety analysis techniques and their corresponding evidence types is 
outside the scope of this SLR. 

⎯ The information regarding static analysis, inspections and reviews indicated in the studies of 
the SLR has only been considered relevant if the publications indicated the element (i.e., 
artefact) under analysis (e.g., “source code static analysis”). 

⎯ Test Cases Specification can refer to any type of Testing Results (e.g., unit test cases). These 
types have only been included in Testing Results to minimize the size of the taxonomy. 
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⎯ For testing results (denoted by the Testing Results node in the taxonomy), a suitable 
classification already existed in [47] and was reused.  

⎯ There exist relationships and constraints between evidence types (e.g., Certain Testing Results 
are linked to the Requirements Specification). They are currently not specified in the 
taxonomy. 

⎯ When specifying test cases and providing test results, a combination of target-based testing, 
objective-based testing and environment-based testing can be used (e.g., system-performance-
operational testing). 
 

Our analysis indicates that the most frequent evidence types referred to in the literature are: Hazards 
Cause Specification (appearing in 110 out of 216 papers i.e. 51%), Risk Analysis Results (51%), Hazard 
Specification (43%), Accident Specification (35%), Hazards Mitigation Specification (24%), 
Requirements Specification (24%), and Design Specification (20%). The least frequent types are: 
Communication Plan (1%), System Testing Results (1%), Object Code (1%), Non-operational Testing 
Results (1%), Risk Management Plan (2%) and Normal Range Testing Results (2%). Only 
Communication Plan has not been mentioned in studies that have been validated. The above frequencies 
indicate that the evidence types under Safety Analysis Results are the most common.  
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Figure 3. Evidence taxonomy 
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 TABLE IV.        EVIDENCE TYPES 

Acceptance Testing Results (4%; specific system level; validated) 
Results from the validation of the behaviour of a critical system against the customers’ requirements. The customers undertake, or 
specify, typical tasks to check that their requirements have been met Error! Reference source not found. 
Accidents Specification (35%; specific system level; validated) 
Specification of the events that result in an outcome culminating in death, injury, damage, harm, and/or loss as a consequence of the 
occurrence of a hazard of a critical system. Error! Reference source not found. 
Activity Records (8%; specific system level; validated) 
Specification of the worked performed to execute the activity planning of a critical system. Error! Reference source not found. 
Architecture Specification (10%; specific system level; validated) 
Description of the fundamental organization of a critical system, embodied in its components, their relationships to each other, and to the 
environment, and the principles guiding its design and evolution. Error! Reference source not found. 
Assumptions and Conditions Specification (4%; specific system level; validated) 
Description of the constraints on the working environment of a critical system for which it was designed. [62]Error! Reference source 
not found. 
Automated Static Analysis Results (11%; specific system level; validated) 
Results from an automatic process for evaluating a critical system based on its form, structure, content, or documentation.  Error! 
Reference source not found. 
Communication Plan (1%; domain level; no validated) 
Description of the activities targeted at creating project-wide awareness and involvement in the development of a critical system. Error! 
Reference source not found. 
Configuration Management Plan (6%; system type level; validated) 
Description of how identification, change control, status accounting, audit, and interface of a critical system will be governed. [62]Error! 
Reference source not found. 
Design Specification (20%; system type level; validated) 
Specification of the components, interfaces, and other internal characteristics of a critical system or component. Error! Reference 
source not found.Error! Reference source not found. 
Development Plan (10%; specific system level; validated) 
Description of how a critical system will be built. It includes information about the requirements, design and implementation (coding 
and/or integration) phases. [62] 
Development and V&V Staff Competence Specification (12%; specific system level; validated) 
Specification of the skills or knowledge that the parties involved in the development and V&V plans of a critical system need in order to 
perform the activities assigned to them. [62]Error! Reference source not found. 
Functional Testing Results (8%; safety standard level; validated) 
Results from the validation of whether or not the observed behaviour of a system conforms to its specification. Error! Reference source 
not found. 
Hazards Causes Specification (51%; specific system level; validated) 
Specification of the factors that create the hazards of a critical system. Error! Reference source not found. 
Hazards Mitigation Specification (24%; specific system level; validated) 
Specification of how to reduce hazard likelihood and hazard consequences when a hazard cannot be eliminated in a critical system. 
Error! Reference source not found. 
Hazards Specification (43%; specific system level; validated) 
Specification of the conditions in a critical system that can become a unique, potential accident. Error! Reference source not found. 
Inspection Results (7%; specific system level; validated) 
Results from the visual examination of system lifecycle products of a critical system to detect errors, violations of development standards, 
and other problems. Error! Reference source not found. 
Integration Testing Results (9%; safety standard level; validated) 
Results from the evaluation of the interaction between the components of a system. Error! Reference source not found. 
Model Checking Results (11%; specific system level; validated) 
Results from the verification of the conformance of a critical system to a given specification by providing a formal guarantee. The critical 
system under verification is modelled as a state transition system, and the specifications are expressed as temporal logic formulae that 
express constraints over the system dynamics. [62] 
Modification Procedures Plan (8%; specific system level; validated) 
Description of the instructions as to what to do when performing a modification in a critical system in order to make corrections, 
enhancements or adaptations to the validated system, ensuring that the required safety is sustained. [62]Error! Reference source not 
found. 
Non-operational Testing Results (1%; specific system level; validated) 
Results from evaluation of a critical system in an environment that does not correspond to but replicates its actual operational 
environment. Error! Reference source not found. 
Normal Range Testing Results (2%; specific system level; validated) 
Results from the verification of the behaviour of a system under normal operational conditions. Error! Reference source not found. 
Object Code (1%; safety standard level; validated) 
Computer instructions and data definitions in a form output by an assembler or compiler. Error! Reference source not found. 
Operation Procedures Plan (7%; specific system level; validated) 
Description of the instructions and manuals necessary to ensure that safety of a critical system is maintained during its use. [62]Error! 
Reference source not found. 
Operational Testing Results (5%; specific system level; validated) 
Results from the evaluation of a critical system in its actual operating environment. Error! Reference source not found. 
Operator Competence Specification (5%; specific system level; validated) 
Specification of the skills or knowledge that the parties involved in the operation procedures need in order to perform the activities 
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 TABLE V.        EVIDENCE TYPES (CONT.) 

Performance Testing Results (6%; specific system level; validated) 
Results from the verification of the performance requirements (e.g., capacity and response time) of a critical system. Error! Reference 
source not found. 
Project Monitoring Plan (3%; system type level; validated) 
Description of how, on a regular basis and during project execution, data about the actual progress of the activity planning of a critical 
system is collected and compared with the baseline plans. [62] 
Reliability Testing Results (9%; specific system level; validated) 
Results from the verification of fault-free behaviour in a critical system. Error! Reference source not found. 
Requirements Specification (24%; specific system level; validated) 
Specification of the external conditions and capabilities that a critical system must meet and possess, respectively, in order to (1) allow a 
user to solve a problem or achieve an objective, or (2) satisfy a contract, standard, or other formally imposed documents. Error! 
Reference source not found.Error! Reference source not found. 
Reused Component Specification (6%; specific system level; validated) 
Specification of the characteristics of an existing system that is (re-) used to make up a critical system. [62]Error! Reference source not 
found. 
Reused Component Historical Service Data Specification (12%; specific system level; validated) 
Specification of the dependability of a component reused in a critical system based on past observation of the behaviour. [62]Error! 
Reference source not found. 
Review Results (17%; specific system level; validated) 
Description of a process or meeting during which a work product or set of works products is presented to some interested party for 
comment or approval. Error! Reference source not found. 
Risk Analysis Results (51%; specific system level; validated) 
Specification of the expected amount of danger when an identified hazard will be activated and thus become an accident in a critical 
system. Error! Reference source not found. 
Risk Management Plan (2%; safety standard level; validated) 
Description of the activity regarding the development and documentation of an organized and comprehensive strategy for identifying 
project risks. It includes establishing methods for mitigating risk and for tracking risk. Error! Reference source not found. 
Robustness Testing Results (6%; specific system level; validated) 
Results from the verification of the behaviour of a critical system in the presence of faulty situations in its environment. Error! 
Reference source not found. 
Safety Management Plan (7%; specific system level; validated) 
Description of the coordinated, comprehensive set of processes designed to direct and control resources to optimally manage the safety of 
an operational aspect of an organization. Error! Reference source not found. 
Simulation Results (12%; specific system level; validated) 
Results from the verification of a critical system by creating a model that behaves like the system when provided with a set of inputs. 
Error! Reference source not found. 
Source Code (7%; system type level; validated) 
Computer instructions and data definitions expressed in a form suitable for input to an assembler, compiler, or other translator. Error! 
Reference source not found. 
Stress Testing Results (6%; system type level; validated) 
Results from the verification of the behaviour of a critical system at the maximum design load, as well as beyond it. (Based on Error! 
Reference source not found.) 
Structural Coverage Testing Results (17%; specific system level; validated) 
Results from the verification of the behaviour of a critical system by executing all or a percentage of the statements or blocks of 
statements in a program, or specified combinations of them, according to some criteria. Error! Reference source not found. 
System Historical Service Data Specification (13%; specific system level; validated) 
Specification of the dependability of a system based on past (prior-certification) observation of the behaviour. [62]Error! Reference 
source not found. 
System Inception Specification (3%; specific system level; validated) 
Specification of initial details about the characteristics of a critical system and how it will be created. [62]Error! Reference source not 
found.  
System Testing Results (1%; safety standard level; validated) 
Results from the evaluation of the behaviour of a whole critical system. External interfaces to other applications, utilities, hardware 
devices, or the operating environment are also evaluated at this level. Error! Reference source not found. 
Test Cases Specification (3%; specific system level; validated) 
Specification of the tests inputs, execution conditions, and predicted results for a critical system to be tested. Error! Reference source 
not found. 
Theorem Proving Results (6%; specific system level; validated) 
Results from the verification of a critical system by formally expressing its properties in a common language based on mathematical logic 
and using a theorem prover. A property can be shown to be a logical consequence of a set of axioms if it can be formally derived from the 
axioms with a set of deduction steps, which are instances of the set of inference rules that are allowed in the common language. [62] 
Tool Support Specification (5%; safety standard level; validated) 
Specification of the different tools that will be used in the system lifecycle plan. [62]Error! Reference source not found. 
Traceability Specification (13%; specific system level; validated) 
Specification of the relationship between two or more pieces of information related to the development (process information or product 
information) of a critical system Error! Reference source not found. 
Unit Testing Results (11%; safety standard level; validated) 
Results from the evaluation of the functioning in isolation of software pieces, which are separately testable. Depending on the context, 
these could be the individual subprograms or a larger component made of tightly related units. Unit testing typically occurs with access to 
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5.2 RQ2: What techniques are used for strucutring safety evidence?  
Out of the total 216 selected studies, we identified in 96 studies some techniques for structuring safety 
evidence. We divided the techniques into three categories, as described below. The percentage given for 
each category is the ratio of papers in that category over the 96 relevant papers.  
 
1. Argumentation-Induced Evidence Structure (91%): Argumentation is an approach that 

communicates an argument to demonstrate that a system is acceptably safe. The structure of the 
argumentation induces a specific structure on the evidence, as arguments need to be supported by 
evidence that directly substantiates them. We identified that the structure induced as a result of the 
argumentation could be either graphical or textual.  
In the graphical structure category, we identified the following techniques: 

⎯ Goal	  Structuring	  Notation	  (GSN)	  [102]	  and	  Claims	  Arguments	  and	  Evidence	  (CAE)	  [14],	  
which	  promote	  a	   three-‐tiered	  approach	  composed	  of	  claims,	  arguments	  and	  evidence,	  
are	  the	  most	  widely	  mentioned.	  	  

⎯ Bayesian	  Belief	  Networks	  (BBN)	  [15],	  which	  structures	  the	  arguments	  and	  evidences	  in	  
a	  directed	  acyclic	  graph	  that	  represents	  the	  conditional	  dependencies	  among	  them.	  

⎯ KAOS	   [90],	   which	   is	   a	   goal	   modeling	   language	   that	   structures	   the	   top-‐level	   goals	   as	  
arguments	   and	  decomposes	   them	  using	  AND/OR	  operators	   to	   achieve	   these	   goals	   by	  
providing	  evidences.	  

⎯ Safety	   Specification	   Graphs	   [91],	   which	   are	   linear	   graphs	   that	   represent	   safety	  
specification	  as	  nodes	  and	  evidence	  and	  relationships	  among	  them	  as	  edges.	  

 
In the textual structure category, we included those studies which used a structured text-based 
presentation of the arguments and hence the evidence supporting them. We did not include studies, 
which argued safety and presented evidences in an unstructured way, as they do not provide any 
support for maintenance or readability. We identified the following techniques in this category: 

⎯ Trust	   Cases	   [5],	   which	   induces	   a	   structured	   textual	   format	   to	   the	   safety	   claims,	  
arguments	   and	   evidences	   presenting	   them	   as	   assumptions	   (more	   or	   less	   self-‐evident	  
and	  facts)	  that	  are	  solid	  references	  to	  documents.	  

⎯ Structured	  HTML	  text	  [16],	  which	  uses	  HTML	  tags	  to	  link	  the	  various	  artifacts	  used	  as	  
evidence	  for	  safety	  and	  structure	  them	  for	  easy	  maintenance.	  

⎯ Structured	   text	   [43],	   which	   proposes	   five	   possible	   structured	   text-‐based	   approaches	  
namely,	  Normal	  prose	  -‐	   converts	   a	   safety	   case	   into	  a	  normal	   text	  without	  any	   specific	  
structure;	   structured	   prose	   -‐	   introduces	   a	   certain	   structure	   to	   a	   normal	   prose	   by	  
requiring	  that	  the	  critical	  parts	  of	  the	  argument	  be	  explicitly	  denoted;	  Argument	  Outline	  
-‐	  uses	  indentation,	  numbering,	  and	  different	  fonts	  to	  structure	  arguments	  and	  evidence	  
adopting	  any	  outline	  format;	  Mathematical	  proof	  	  -‐	  uses	  the	  geometric	  proofs	  structure	  
(given,	   statements	   and	   reasons)	   used	   in	   mathematics;	   and	   LISP	   style	   –	   uses	   syntax	  
structure	   of	   LISP	   programming	   language	   with	   short	   names	   and	   parenthesize	   for	  
evidences	  and	  arguments.	  	  

2. Model-Based Evidence Specification (5%): We identified and classified in this category those 
techniques that characterize the structure of safety evidence using models that were not induced by 
argumentation. We identified the following approaches in the studies:  

⎯ Sector	   specific	   UML	   meta-‐models	   [85]	   and	   UML	   profiles	   built	   specific	   for	   standards	  
such	  as	  DO-‐178B	  [36]	  and	  IEC61508	  [81].	  
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⎯ Data	  modeling	  using	  entity-‐relationship	  diagrams	  to	  structure	  the	  data	  content	  in	  large	  
safety	  cases	  including	  the	  evidence	  aspects	  [58].	  

⎯ Process	   models	   capturing	   the	   activities	   or	   processes	   that	   produce	   and	   structure	   the	  
evidence	  artifacts	  as	  a	  result	  [39].	  

3. Textual templates (4%): We identified and classified in this category those studies that addressed the 
use of textual templates to structure evidence information. These templates provide predefined 
sections or tables along with constraints for structuring evidence in a textual format. We identified 
the following approaches: 

⎯ CENELEC	  template	  [28]	  used	  in	  the	  railways	  domain,	  structures	  the	  evidence	  in	  a	  series	  
of	   reports	   such	   as	   Quality	   management	   report,	   safety	   management	   report,	   etc.	   This	  
template	  is	  the	  most	  identified	  in	  this	  category.	  

⎯ ACRuDA	   templates	   [27]	   used	   to	   structure	   evidence	   according	   to	   a	   pre-‐defined	   safety	  
case	   structure	   called	   the	   ACRuDA	   safety	   cases.	   It	   was	   developed	   as	   part	   of	   the	  
Assessment	  and	  Certification	  Rules	  for	  Digital	  Architecture	  project.	  

⎯ Template	   Add-‐ons	   [13],	   which	   provide	   a	   template	   for	   predefined	   set	   of	   document	  
templates	  that	  are	  to	  be	  produced	  at	  pre-‐defined	  phases.	  It	  also	  provides	  suggestions	  on	  
the	   required	  approaches	   for	  documentation,	   semi-‐formal	  description,	   and	  verification	  
and	  validation	  procedures.	  
	  

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4. No. Of Studies Referring Each Evidence Structuring Technique 

Figure 4 shows the number of studies that referred to each of the evidence structuring technique. Two 
clarifications need to be made in relation to the evidence structuring techniques identified. First, We do 
not consider unstructured text as a suitable way for presenting safety evidence because it does not 
provide adequate means for organizing and querying large amounts of information. Second, in the 
Model-Based Specification category, we only consider techniques that are aimed at specifying the 
structure of the evidence, as opposed to the structure of the system that the evidence is for. For example, 
the Architecture Analysis & Design Language (AADL) [31] has been used for modeling the architecture 
and design of safety-critical systems, but not for modeling the structure of the systems’ safety evidence. 
Hence, AADL was not considered as an evidence structuring technique. In contrast, UML, due to its 
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broader expressive power, has been used for modeling both systems and safety evidence, and was hence 
considered. 
 
5.3 RQ3: What techniques are used for assessing the adequacy of evidence? 
We identified techniques for evidence assessment in 103 studies out of the total 216 studies. We classify 
the identified assessment techniques into four categories. The percentage given for each category is the 
ratio of papers in that category over the 103 relevant papers.  
 
1. Qualitative assessment (67%): We classified techniques that use non-numerical methods for 

assessment of evidence in this category. Argumentation [102] is the most widely identified technique 
in this category and can be done using unrestricted natural language, (semi-) structured natural 
language, or graphical argumentation structures like GSN. Graphical argumentation structures have 
the advantage of being easier to understand, review and navigate. We also identified in the literature 
that argumentation can be enhanced by “qualitative tags” that capture the level of trustworthiness of 
evidence. Notable examples of such tags include: 

⎯ Safety	   Evidence	   Assurance	   Levels	   [33]	   providing	   four	   levels,	   the	   highest	   level	   of	  
assurance	   being	   incontrovertible,	   followed	   by	   compelling,	   persuasive	   and	   the	   lowest	  
being	  supportive,	  to	  capture	  the	  degree	  of	  confidence	  in	  safety	  evidence.	  

⎯ Safety	   Assurance	   Levels	   [106],	   which	   are	   similar	   to	   SEALs	   but	   have	   the	   additional	  
flexibility	  of	  allowing	  propagation	  (via	  propagation	  rules)	  between	  arguments	  and	  sub-‐
arguments.	  

Our review also identified qualitative methods for assessment that are not based on argumentation. 
They are: 

⎯ Activity-‐based	   quality	   model	   [106],	   which	   uses	   quality	   matrices	   to	   assess	   evidence	  
concreteness	  for	  compliance	  with	  the	  IEC62304	  standard.	  

⎯ Evidence-‐confidence	  conversion	  process	  [107],	  which	  assesses	  safety	  evidence	  through	  
a	  review	  process	  and	  converts	  them	  into	  confidence	  on	  the	  safety	  of	  the	  system.	  

2. Checklists (17%): We classified in this category those techniques that introduced a “to-do list” that 
usually consists of a set of guide questions to be answered or checked while reviewing evidence. The 
questions could be a set of conditions that must be met in order to gain confidence in the evidence 
collected and to check its sufficiency [38]. We identified different variations of checklists in the 
literature: 

⎯ Design	  Checklists	  [69],	  these	  are	  checklists	  that	  assess	  evidence	  based	  on	  the	  design	  of	  
the	  system.	  

⎯ GQM-‐based	   checklists	   [39],	   based	   on	   a	   top-‐down	   measurement	   framework	   called	  
Goal/Question/Metric	  approach	  that	  defines	   top	   level	  goals	   for	  assessing	  product	  and	  
process	   evidence,	   questions	   to	   be	   answered	   to	   achieve	   these	   goal	   and	   metrics	   for	  
measurable	  references.	  

⎯ Argumentation-‐based	   checklists	   that	   assess	   evidence	   by	   mixing	   checklists	   with	  
argumentation	  [67].	  

⎯ Taxonomy-‐Based	   Questionnaire	   [41],	   which	   contains	   305	   questions	   addressing	   the	  
safety	   attributes	   and	   artifacts	   in	   the	   Software	   Safety	   Risk	   Taxonomy	   and	   Software	  
Safety	  Risk	  Evaluation	  (SSRE)	  process	  [48].	  
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3. Quantitative assessment (11%): We classified techniques that use numerical measures for 
assessment of evidence as quantitative techniques. The following are the techniques identified in this 
category: 

⎯ Bayesian	  Belief	  Networks	   (BBNs)	   [15],	  which	  assesses	  evidence	  based	  on	  uncertainty	  
by	  using	  conditional	  probability	  distribution.	  This	  technique	  is	  used	  in	  conjunction	  with	  
BBN	  structuring	  of	   evidence	   and	  arguments	   (Section	  5.2.).	   This	   is	   the	  most	   identified	  
quantitative	  technique	  in	  the	  literature	  for	  evidence	  assessment.	  

⎯ Modus	   approach	   [90],	   which	   combines	   quantitative	   assessment	   with	   formal	  
argumentation	   structures.	   The	   approach	   is	   based	  on	  quantitative	   reasoning	   that	   uses	  
goal	  models,	  expert	  elicitation	  and	  probabilistic	  simulation	  of	  overall	  goal	  of	  the	  safety	  
case.	  	  

⎯ Evidence	   Volume	  Approach	   [55],	  which	   allows	   an	   internal	   expert	   to	   assign	  weighted	  
factors	  on	  evidence	  that	  describes	  the	  relative	  importance	  of	  each	  piece	  of	  evidence.	  An	  
aggregate	   function	   is	   then	   chosen	   for	   the	   weighed	   evidence	   to	   calculate	   a	   volume	  
known	  as	  evidence	  volume,	  based	  on	  which	  an	  outcome	  (accept	  or	  reject)	  is	  chosen.	  

4. Logic-based assessment (6%): In this category, we classified techniques that use logical formulae, 
such as first-order logic statements, to articulate and verify the properties of interest over evidence 
items and their relationships. Logic-based techniques are best suited for checking the well-
formedness and consistency of evidence information. For example, the Object Constraint Language 
(OCL) [74] can been used to ensure that there is a consistent link between the evidence items 
produced for a particular system and the evidence items required by a safety standard, as proposed in 
[82]. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

Figure 5. No. Of Studies Referring Each Evidence Assessment Technique 
 
Figure 5 shows the number of studies that referred to each of the evidence assessment technique. Two 
clarifications need to be made in relation to the evidence structuring techniques identified. First, we note 
that, in the literature, expert judgment can and has been used in conjunction with all the techniques 
outlined above. However, expert judgment per se should not be viewed as an assessment technique, 
because for the judgment to have any credibility, the rationale behind it must always be made explicit, 
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e.g., through assumptions or argumentation. Second, we do not regard assignment of integrity levels 
e.g., Safety Integrity Level (SIL), as a technique for evidence assessment because they are concerned 
with the assessment of the integrity of the product that the evidence relates to and not the integrity of 
evidence itself. 
 
5.4 RQ4: What challenges and needs have been the target of investigation in relation to safety 

evidence?  
We identified in the literature, a number of general challenges and needs related to providing safety 
evidence information, structuring and assessment of evidence. These challenges were grouped into 
categories and are sorted based on the most identified in the literature. Some primary studies noted more 
than one need or challenge. The following are the categories of challenges and needs addressed in the 
literature: 

 
1. Specification of evidence content: The challenge that was noted most (60 papers out of 216) was 

determining in a systematic way what information was necessary to be provided as evidence in a 
given domain and for compliance with a particular set of applicable standards. For example, Habli & 
Kelly [40], address the challenge of finding the right balance between product-based and process-
based arguments and evidences for certification. The evidence taxonomy built as a response to RQ1 
tries to tackle the challenges faced with specifying evidence content.  

2. Construction of safety cases: The second most identified challenge (55 papers) relates to the 
development of safety cases, particularly providing methodological guidance for safety case 
construction and decomposition of the arguments and the evidence in a way that permits more 
precise and cost-effective demonstration of compliance. The need for well-defined structure for 
claims, arguments and evidence relates to the structuring techniques identified in RQ2. For example, 
Bishop et al., [14] acknowledge the importance of constructing well-defined safety cases to 
minimize safety risk and commercial risk. They propose a top-down approach for safety case 
development that structure safety cases in layers to accommodate evolutionary changes. 

3. Capturing the degree of credibility or relevance of the evidence: We identified 31 papers in which 
researchers acknowledged that different evidence items could have different levels of credibility 
depending on their source, or different degrees of contribution towards the satisfaction of different 
compliance requirements. To capture credibility or relevance, one needs to be able to assign weights 
to the evidence items or to the links between the evidence items and the safety arguments. For 
example, Bouissou et al., [15] use Bayesian Belief Network for helping assessors weigh the evidence 
provided by using probability distribution functions. Techniques identified in RQ3 for evidence 
assessment relates to this need for capturing the degree of credibility of the evidence collected. 

4. Better development processes and better evidence about process compliance: In the selected primary 
studies, 30 papers noted the need for better development processes of safety-critical systems which, 
thereby makes it easier to rigorously verify that the development process followed is in compliance 
with safety standards. For example, Habli & Kelly [39], use model-based approaches to define an 
extendable metamodel for describing the lifecycle process and assuring process reliability by 
enabling automatic verification for compliance with safety standards. 

5. Application of safety standards: We identified 25 papers citing ambiguities in the application of 
standards and the existence of multiple interpretations of the evidence requirements in the standards 
as a possible source of certification issues. These studies also provided guidance and methodologies 
to show compliance with single standard or a set of standards. For example, Evans et al., [29] 
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explore the evidence requirements and its sufficiency for the UK defense standard 00-56 and 
compare them with civil standards such as DO178B/ARP4754/ARP4761 and IEC61508. 

6. Certification of systems made up of components and subsystems: We identified 17 papers that 
mentioned challenges related to construction, structuring and assessment of evidence for systems 
that reuse existing components or subsystems, e.g. legacy or Commercial-Off-The-Shelf (COTS) 
software. For example, Fan & Kelly [106], propose a contract-based approach for justifying the use 
of COTS in safety critical systems. The approach evaluates application-specific safety requirements 
against corresponding assurance requirements derived from the COTS.  

7. Need for providing argumentation: We identified nine papers that addressed the importance of 
demonstrating and justifying how evidence collected supports the safety claim through 
argumentation. For example, Linling & Kelly [60], explore the need for a clear and defensible 
arguments and potential issues of argumentation-based assurance in aircraft certification.  

8. Demonstration of compliance for novel technologies: Seven papers cited challenges related to 
provision of evidence for certification of systems that make use of technologies that are novel for 
safety-critical systems. For example, Daniel & Mario [92], discuss how new computing trends like 
Ubiquitous Computing needs to be adaptive to react appropriately to dynamic changes to 
environment and user requirements. They acknowledge that if not assured of safety by the 
certification bodies, introduction of such novel technologies will be prevented. To this end they 
presents details of conditional safety certificates to evaluate safety of an Adaptive system by 
performing safety assurance measures during runtime.  

9. First-time certification or recertification of “proven-in-use” systems: We identified seven papers 
highlighting the challenge of certifying types of systems that have not been previously certified, or 
recertification of systems that previously invoked the “proven-in-use” principle but can no longer do 
so due to tighter regulations or due to the fact that they evolved since they were last certified as 
proven-in-use. Proven-in-use here refers to the situation where there is convincing evidence, based 
on the previous operation of the system, that it meets the relevant safety requirements of a standard. 
For example, Cameron N et al., [18] provides an approach for certification of Unmanned 
Autonomous Systems (UAS) by demonstrating compliance to relevant proven-in-use UAS 
airworthiness codes with Virtual Engineering. 
 

5.5 RQ5:What commonalities lie among the various domains identified in the literature with regards 
to RQ1-RQ4? 

In this section, we compare the results obtained for RQ1-4 with the eight domains identified in the 
literature. We analyze which evidence type, structuring technique, assessment technique and challenges 
have been addressed in each of the identified domain. 

The domain percentage in the tables represents the ratio of the number of domains that the particular 
evidence types, technique or challenge occurred to the total number of domains identified in the 
literature (eight domains). The total percentage represents the ratio of the number of evidence type, 
techniques or challenge that occurred in that particular domain to the total number of evidence types (49 
evidence types), categories of structuring techniques (three) and assessment techniques (four) and 
challenges addressed (nine). The formulas are given as follows: 

 
Domain % = !".!"  !"#$%&'  !!!  !"#$%&'%  !"#$  !"  !"#!!"#$%  !"  !!!""#$%#&  !""#$%&

!"#$%  !".!"  !"#$%&'    
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Total % = !".!"  !"#$%&'%  !"#$  !"  !"#!!"#$%  !"  !!!""#$%#&  !""#$%&  !"  !  !"#$%&
!"#$%  !".!"  !"#$%&'%  !"#$  !"  !"#!!"#$%  !"  !!!""#$%#&    

 
 

A ✔ , marks that the particular evidence type, technique or challenge has been addressed with respect 
to the domain in the literature in at least 1 study. We did not consider for this analysis those studies that 
(1) indicate more than one domain or (2) do not explicitly specify the application domain they target. 

Table VI provides a matrix that marks the 49 evidence types formulated as part of RQ1 to the eight 
domains identified in the literature. Avionics domain addresses most of the evidence types, structuring 
and assessment techniques identified and all the challenges and needs addressed.  

With regards to the 49 evidence types we formulated in the taxonomy, nine of them namely 
Development and V&V Staff Competence Specification, Hazards Causes Specification, Hazards 
Mitigation Specification, Hazards Specification, Requirements Specification, Risk Analysis Results, 
Review Results, Traceability Specification, Unit Testing Results have been identified and acknowledged 
by all the eight domains.  

Table VII presents a matrix of the categories of evidence structuring techniques and the application 
domains. Argumentation-induced evidence structure has been identified category in all application 
domains. In particular, we identified that GSN has been the widely identified structuring methodology 
(79 studies). Model-based evidence specification is the second most identified category in the literature. 
With respect to the application domain, more than one structuring technique was identified in 
Aerospace, Avionics, Maritime/energy and Railways domains.  

Table VIII presents a matrix of the categories of evidence assessment techniques and the domains. 
Qualitative assessment has been identified category in all the application domains. Especially, 
argumentation was widely identified for qualitative assessment of evidence for safety assurance and 
certification (63 studies). Checklists and Logic-based assessment categories were the second most 
identified technique for assessment of evidence. Quantitative evidence assessment techniques have been 
least identified in the application domains. With respect to the application domains, avionics has 
addressed all the four categories of evidence assessment techniques identified. Apart from Robotics 
domain, all the others have referred to at least two evidence assessment categories.  

Table IX presents the matrix of identified challenges or needs in each of the application domains. We 
identified that all the domains have difficulties with categorizing evidence information or specifying 
what is evidence information made of. All the eight domains also acknowledge the challenge of safety 
case construction, which relates to RQ2 - evidence structuring. Better development methods and 
evidence about process compliance was the second most identified needs for safety critical systems. 
Assessing the credibility of the safety evidence information is the third most addressed challenge and 
this is in line with what RQ3 (techniques for evidence assessment) was addressing. More than 62% of 
the domains acknowledge the ambiguity in safety standards and its requirements when dealing with 
safety assurance and certification. Avionics domain has acknowledged all the eight categories of 
challenges or needs identified in the literature.  
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TABLE VI.        EVIDENCE TYPES VS APPLICATION DOMAINS 

Evidence Types Aerospace Automotive Avionics Medical Maritime Nuclear Railways Robotics Domain 
% 

Acceptance Testing Results - - ✔  - - ✔  ✔  - 38% 
Accidents Specification ✔  ✔  ✔  - ✔  ✔  ✔  ✔  88% 
Activity Records ✔  ✔  ✔  ✔  ✔  ✔  ✔  - 88% 
Architecture Specification ✔  ✔  - - - ✔  - - 38% 
Assumptions and Conditions 
Specification 

- 
 

✔ 
 

✔ 
 

✔ 
 

- 
 

- 
 

✔ 
 

- 
 

50% 

Automated Static Analysis Results ✔  ✔  ✔  ✔  - ✔  ✔  ✔  88% 
Communication Plan - - ✔  ✔  - - - - 25% 
Configuration Management Plan - ✔  ✔  - - - ✔  - 38% 
Design Specification - ✔  ✔  ✔  ✔  ✔  ✔  ✔  88% 
Development Plan ✔  ✔  ✔  - ✔  ✔  ✔  - 75% 
Development and V&V Staff 
Competence Specification 

✔ 
 

✔ 
 

✔ 
 

✔ 
 

✔ 
 

✔ 
 

✔ 
 

✔ 
 

100% 

Functional Testing Results - - ✔  ✔  - - - - 25% 
Hazards Causes Specification ✔  ✔  ✔  ✔  ✔  ✔  ✔  ✔  100% 
Hazards Mitigation Specification ✔  ✔  ✔  ✔  ✔  ✔  ✔  ✔  100% 
Hazards Specification ✔  ✔  ✔  ✔  ✔  ✔  ✔  ✔  100% 
Inspection Results ✔ - ✔  ✔  ✔  - - ✔  63% 

Integration Testing Results ✔  ✔  ✔  - - ✔  ✔  - 63% 
Model Checking Results ✔  ✔  ✔  ✔  - ✔  - ✔  75% 
Modification Procedures Plan ✔  ✔  ✔  ✔  - - ✔  - 63% 
Non-operational Testing Results - - ✔  ✔  - - ✔  - 38% 
Normal Range Testing Results - ✔  - - - - ✔  ✔  38% 
Object Code - - ✔  - - - - - 12.5% 
Operation Procedures Plan - - ✔  ✔  ✔  - ✔  - 50% 
Operational Testing Results ✔  - ✔  - - - - ✔  38% 
Operator Competence Specification - - ✔  ✔  ✔  - - ✔  50% 
Performance Testing Results ✔  - ✔  - - - - - 25% 
Project Monitoring Plan - - ✔  ✔  - - - - 25% 
Reliability Testing Results ✔  - ✔  - - ✔  ✔  - 50% 
Requirements Specification ✔  ✔  ✔  ✔  ✔  ✔  ✔  ✔  100% 
Reused Component Specification - - ✔  ✔  - ✔  ✔  - 50% 
Reused Component Historical Service 
Data Specification 

✔ 
 

- 
 

✔ 
 

- 
 

✔ 
 

- 
 

- 
 

- 
 

38% 

Review Results ✔  ✔  ✔  ✔  ✔  ✔  ✔  ✔  100% 
Risk Analysis Results ✔  ✔  ✔  ✔  ✔  ✔  ✔  ✔  100% 
Risk Management Plan - - - ✔  - - - - 13% 
Robustness Testing Results - ✔  ✔  ✔   - ✔  - - 50% 
Safety Management Plan - - - - ✔  - ✔  - 25% 
Source Code - - ✔  ✔  - ✔  ✔  - 50% 
Simulation Results ✔  ✔  ✔  - ✔  ✔  - ✔  75% 
Stress Testing Results ✔  - ✔  - - - - - 25% 
Structural Coverage Testing Results ✔  ✔  ✔  - - ✔  ✔  ✔  75% 
System Historical Service Data 
Specification 

- 
 

✔ 
 

✔ 
 

✔ 
 

✔ 
 

✔ 
 

- 
 

- 
 

63% 

System Inception Specification - ✔  ✔  - - - - - 25% 
System Testing Results ✔  - ✔  - - - - - 25% 
Test Cases Specification - ✔  ✔  - - - - - 25% 
Theorem Proving Results ✔  ✔  ✔  - ✔  - ✔  ✔  75% 
Tool Support Specification - - ✔  - - - - - 13% 
Traceability Specification ✔  ✔  ✔  ✔  ✔  ✔  ✔  ✔  100% 
Unit Testing Results ✔  ✔  ✔  ✔  ✔  ✔  ✔  ✔  100% 
V&V Plan - ✔  - ✔  - ✔  - - 38% 
Total % 55%  59% 90% 57% 43% 53% 57% 41%  
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TABLE VII.        EVIDENCE STRUCTURING TECHNIQUES VS APPLICATION DOMAINS 

Domain Argumentation-Induced Evidence 
Structure 

Model-Based Evidence 
Specification 

Textual 
templates 

Domain % 

Aerospace ✔  ✔  - 67% 
Automotive ✔  - - 33% 

Avionics ✔  ✔  - 67% 
Medical ✔  - - 33% 

Maritime & 
Energy 

✔  ✔  - 67% 

Nuclear ✔  - - 33% 
Railways ✔  - ✔ 67% 
Robotics ✔  - - 33% 
Total % 100% 38% 13%  

 
 
 

TABLE VIII.        EVIDENCE ASSESSMENT TECHNIQUES VS APPLICATION DOMAINS 

Domain Qualitative assessment Checklists Quantitative assessment Logic-based assessment Domain % 
Aerospace ✔  ✔  - - 50% 

Automotive ✔  ✔  - ✔ 75% 
Avionics ✔  ✔  ✔  ✔ 100% 
Medical ✔  ✔  - ✔ 75% 

Maritime & Energy ✔  - ✔  ✔ 75% 
Nuclear ✔  - ✔  - 50% 

Railways ✔  ✔  - ✔ 75% 
Robotics ✔  - - - 25% 
Total % 100% 63% 38% 63%  

 
 

TABLE IX.        CHALLENGES AND NEEDS ADDRESSED VS APPLICATION DOMAINS 

Domain Specification of 
evidence 
content 

Construction 
of safety 

cases 

Capturing the degree 
of credibility or 
relevance of the 

evidence 

Better development 
processes and 

evidence about 
process compliance 

Certification of 
systems made up of 

components and 
subsystems 

Ambiguities in 
safety 

standards 

Demonstration of 
compliance for 

novel technologies 

Need for 
providing 

argumentation 

First-time 
certification 

or 
recertification 
of “proven-

in-use” 
systems 

Domain 
% 

Aerospace ✔  ✔  ✔  ✔  ✔  - ✔  - ✔ 78% 
Automotive ✔  ✔  ✔  ✔  - ✔  - - - 56% 

Avionics ✔  ✔  ✔  ✔  ✔  ✔  ✔  ✔  ✔ 100% 
Medical ✔  ✔  ✔  ✔  - ✔  - - - 56% 

Maritime & 
Energy 

✔  ✔  - ✔  - - - - - 33% 

Nuclear ✔  ✔  ✔  ✔  - ✔  - - - 56% 
Railways ✔  ✔  ✔  ✔  - ✔  - - - 56% 
Robotics ✔  ✔  - - - - - ✔  - 33% 
Total % 100% 100% 75% 88% 25% 63% 25% 25% 25%  
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5.6 Quality Assessment 
As discussed in Section 4.5, we defined three quality criteria for the selected primary studies. This 

section provides the findings obtained in regards to the criteria.  
Although, for the evidence abstraction level (Figure 3. (a)), most of the studies went beyond just 

providing generic examples of evidence, we considered only the lowest evidence abstraction level found. 
The most frequent evidence abstraction level is “generic” (35%), which did not restrict itself to any 
specific safety standard or domain. The second most frequent evidence abstraction level is “safety 
standard level” (32%), specific to a single standard or a set of standards. 19% of the studies in the review 
were specific to one domain or a group of domains. We identified in the literature that only 14% of the 
studies provide examples of evidence from/for real systems (system type level and system specific level).  

Figure 3. (b), shows the statistics of the validation methods identified in the literature. We identified 
that a vast majority of studies (73%) have not been validated in reality with either an actual projects, or 
practitioners or with data from a real project. A very small amount (only 14%) of the studies have been 
validated in actual projects by either using action research or by using case studies. The least used 
validation method was using surveys (2%). 

 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

         
Figure 3.   (a) Percentage of studies for each evidence abstraction level                       Figure 3.   (b) Percentage of studies for each validation method 

 
With respect to tool support, 53 studies noted some tool for creating evidence information, structuring 

of evidence, and assessment of evidence. A total of 37 different tools were identified from these studies 
out of which 17 were validated. Table X provides the list of tools and validation methods used in the 
literature. Only five tools were noted twice or more than twice in the studies. They were:  

⎯ Adelard’s Safety Case Editor (ASCE) [7] that allows one to develop, structure and manage safety 
cases and evidences using the CAE technique.  

⎯ Safety Argument Manager (SAM) [84] that provides an environment for safety argumentation 
management. 

⎯ DECOS Test Bench [5] that provides a test bench for assisting complete certification process. 
⎯ Hugin Explorer [34] that provides BBN-based technology through a compiler and a runtime 

system for the construction, maintenance and usage of knowledge bases using BBNs 
⎯ AutoCert [11] that supports certification by formally verifying if the auto-generated code does not 

violate the safety requirements through Hoare logic approach. 

Generic	  
35%	  

Domain	  
level	  
19%	  

Safety	  
standard	  
level	  
32%	  

System	  
type	  level	  

5%	  

Speci;ic	  
system	  
level	  
9%	  

None	  
73%	  

Field	  
Study	  
11%	  

Survey	  
2%	  

Case	  Study	  
3%	  

Action	  
Research	  
11%	  
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TABLE X. TOOLS IDENTIFIED  

Tools Validation Method 
AutoCERT [11][22] Field Study 
VerO-Link analysis tool [6] None 
SafeSlice [21] Field Study 
Hugin Explorer [34][105] None 
ASCE [30][59]  Action Research 
LSRD tool [42] None 
Yes, No name mentioned, based on Ms Excel [56] None 
DECOS test bench [5][93] Action Research, Field Study 
Evidence Agreement tool [19] None 
CLawZ toolset [84] None 
SAM [65][104] Field Study, Action Research 
TEAMS-RT [8] Field Study 
Yes, Alloy-based prototype tool [73] Case Study 
OSATE [32] Case Study 
Unnamed tool [12] None 
DOORS/TraceLine [23] None 
VAM-LIFE [60] None 
Uppaal model checker, AiT tool for Worst case execution time analysis [52] None 
RODIN Model prover, ProB tool for model analysis [70] Field Study 
Programatica, DevCOP SCMS Eclipse Plug-in [94] None 
eSafetyCase Toolkit [97] None 
A Markup tool (unnamed) [108] None 
SofCheck and GrammaTech [53] Survey 
Extension to Papyrus/Eclipse[44] None 
ToolNet [87] None 
Excel, Isograph ft+ [24] Action Research 
GTO [28] Action Research, Survey 
Modus [90] Field Study 
Unnamed tool [95] None 
Vision plug-in for GSN, ASCE [83] Action Research 
TCT Editor [61] None 
VORD [54] Field Study 
An HTML based webpage [16] Action Research 
Unnamed tool [18] Action Research 
DOVE (Design Oriented Verification and Evaluation) [79] None 
KCG qualified code generator [96] None 
Exception analyser Error! Reference source not found. Action research 

 

6 DISCUSSION 
In this section, we discuss the implications of the results obtained from the SLR in the context of 

future research and practice. 
The results from the review provides a general view from the perspective of literature on evidence 

information, evidence structuring and evidence assessment along with the challenges and needs in the 
process of assuring compliance with safety standards. The evidence taxonomy built as part of the review 
depicts a holistic view of the development and verification artefacts or information that constitute to 
safety evidence. The taxonomy will serve as a useful reference to new researchers by helping them to get 
acquainted with the area quickly. Furthermore, the taxonomy can be used as a strong basis for future 
research on building better safety evidence management tools that support the construction, storage, and 
manipulation of all the evidence types. 

For the practitioners, the taxonomy is a helpful tool to gain a clearer understanding of what 
information may be relevant for demonstration of compliance to safety standards. In particular, 
information about the evidence types that are validated in real settings or projects presents an advantage 
to practitioners. They can benefit from the knolwedge assimilated by others from the previous application 
of the evidence types.  
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Not all the evidence types we have identified through the review are always required for compliance 
with a given standard for a given system. Practitioners will therefore have to determine the types of 
evidence they need to provide according to the standards they comply with, in the context of their system. 
Once the evidence information has been identified, it has to be agreed upon with a certification authority 
before collecting them. This saves both time and cost for both ends. The certifiers may specify some 
constraints on the evidence information to be collected so as to certify the system safe. Depending on the 
regulatory jurisdictions, this may go beyond the requirements stipulated by the standards. In such a case, 
having a generic taxonomy like the one developed in this review will act beneficial to practitioners and 
certifiers to perform a more thorough analysis of evidence requirements and to reach a consensus. 

The taxonomy further provides a common terminology for communication about evidence 
requirements in the certification process. This can help reduce certification costs, as terminological 
differences are a common source of problems during certification [68], arising primarily due to the 
involvement of multiple experts who have different backgrounds and expertise.  

Results relating to RQ1 indicate that the evidence information that deal with safety analysis, design, 
and requirements have received more attention in the academic literature. This can potentially be 
followed-up by investigating the state-of-the practice to confirm that these types of evidence information 
are actually the most important for showing compliance with safety standards. The investigation will also 
help in identifying the potential gaps between the state-of-the art and state-of-the practice. Especially, an 
open issue to investigate would be the potential need for further research on the evidence types that were 
mentioned only in a low percentage of the studies such as Communication plan, Test Case Specification 
etc. The outcome of such an investigation could be that either: 

⎯ More research is advisable to gain insights into the relevance and challenges associated with these 
types, or  

⎯ The lack of research is due to practitioners not having recurring problems with these evidence 
types. 

 Involvement and feedback from industry would be essential to determine which outcome corresponds to 
reality. 

As indicated by the results in Section 5.6, a large fraction of the evidence types found in the literature 
were generic (35%). We believe that more research on safety evidence at lower levels of abstraction 
(system type level and specific system level) would be necessary in order to gain a better understanding 
of concrete needs and to be able to develop more useful guidelines for practitioners. 

The results obtained about the type of validation performed in the studies show that the majority 
(73%) of the research has not been validated in real projects. Only a small amount of the studies (11%) 
have been validated in actual projects, with even a much lower percentage of studies (3%) reporting 
practitioners’ experiences in actual, concrete settings (case studies). We view this as a strong indication of 
the need for more work that deal first-hand with safety certification practice and projects, and need for 
more empirical research in the area to confirm the usefulness of the solutions proposed and to increase 
their impact on industrial practice. 

In line with the tools identified for supporting collection of evidence information, structuring and 
assessment, almost half (49%) of the identified tools were validated either by one of the validation quality 
criteria defined in the review. Many of the tools identified were a mixture of prototype verification tools 
and process management tools used to produce evidence information, structuring of evidence and 
arguments into safety cases and to assess the collected evidence. A closer examination of the usefulness 
and usability of the proposed tools in real industrial settings will be required to evaluate the tools. As a 
major finding in the tool list, we did not identify tools that were specifically designed for evidence 
management or to assist in the provision of evidence for compliance purposes. Feedbacks from the 
practitioners about how they collect, structure, assess and manage large quantities of evidence 
information and what tool sets do they use for this purpose would serve vital. 
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The results obtained, as part of RQ2 dealing with evidence structuring will be useful for both research 
and practice to promote further work on managing large collections of evidence data. The most widely 
identified evidence structuring technique category was argumentation-induced structuring (Section 5.2), 
which was validated in 22% of the studies referring to the category. To further capitalize on 
argumentation-induced structuring, work is required on effective and modular ways to decompose 
general safety arguments into concrete fitness criteria, thus forming the basis for defining the evidence 
content and structuring it into coherent and cohesive blocks. 

With regards to evidence assessment (RQ3), the most referred category was qualitative assessment. It 
was validated in 23% of the studies it was referred. To bring about industrial impact in this direction, 
further research is required to make qualitative reasoning more systematic, particularly when large 
argumentation structures are involved. Work must focus on providing automated assistance during 
assessment to ensure correct execution of the assessment process and the soundness of assessment 
outcomes. 

Also, we note that a large fraction of the studies that proposed techniques for evidence structuring and 
assessment were not validated. As mentioned earlier, more empirical work is required to assess the 
effectiveness of the proposed techniques. 

With respect to the needs and challenges (RQ4), we note that, in the 22-year time window considered, 
the significant majority of the research (88%) was performed in the last 10 years. We believe this is an 
indication that safety evidence management, and more broadly, safety certification, is an emerging topic. 
To provide a finer-grained analysis of the trends, we show in Figure 4, the number of papers that tackled 
each of the identified challenges and needs, distinguishing papers published <=10 years ago from those 
published >10 years ago. The statistics suggest that two of these trends, namely demonstration of 
compliance for novel technologies and First-time certification or recertification of “proven-in-use” 
systems were tackled only in the last 10 years. 

 

 
Figure 4.  Compasrison of Challenges addressed in the last 10 years with overall challenges identified 
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Finally, with regards to the domain analysis of the results obtained from RQ1-4, we notice that 
avionics domain has referred to most of the information gathered. This could be explained by two 
reasons.  

⎯ First,	   the	  majority	   of	   studies	   identified	   in	   the	   review	   are	   from	   the	   avionics	   domain	   (52	  
papers)	  i.e.,	  high	  number	  of	  papers	  leads	  to	  finding	  more	  information	  about	  the	  domain.	  

⎯ Second,	  the	  avionics	  domain	  is	  more	  mature	  in	  showing	  compliance	  with	  safety	  standards	  
for	   certification	   and	   assurance	   purposes	   than	   other	   less	   matured	   domains	   such	   as	  
automotive	  and	  Maritime/energy.	  	  

An in-depth analysis in the state-of-the practice in this domain will provide answers as to which of 
these two options correspond to reality. We would like to study how the developed evidence 
classification can be elaborated for different domains, to learn the strengths and weaknesses in each 
domain, and to apply the lessons learned for improving the certification process. 

 

7 THREATS TO VALIDITY 
This section discusses the various threats to validity that were observed and mitigated in this SLR. The 

treats to validity are based on the issues regarding SLRs proposed in [1]. 
7.1 Publication bias 
 We began the SLR with a limited knowledge about all the related venues. Therefore, we decided to start 
with an automatic search. Venues and journals with the highest number of retrieved papers were then 
selected for manual searches. 

Initially, we did not assume the breadth of the search (i.e., from 1990 until now) and considered as 
much peer-reviewed literature as possible. Inclusion of grey literature might have been useful to, for 
instance, increase internal validity. We plan to mitigate this threat in the future by validating the 
taxonomy, specification and assessment techniques identified in the review with practitioners. 
7.2 Selection of primary studies 
 The first author (PhD student) performed most of the selection. This indirectly implies that, due to the 
lack of adequate experience, some studies might have been missed. This is a usual threat in SLRs (e.g., 
[1]), and reliability checks were performed to mitigate it. In addition, well-defined inclusion and 
exclusion criteria helped to reduce researcher bias in selection of primary studies. 

Though the search string covered a wide number of studies, some studies might have been missed. 
Using expert judgment for selecting studies mitigated this threat. 

The criterion for publication selection (Section 4.4) helped greatly to reduce the number of studies. 
Although some might have been missed, we consider that the criterion was the best one given our time 
and resource constraints. Furthermore, other studies performed in OPENCOSS so far (e.g., a survey about 
evidence management that asked about the main components of certification documentation) have not 
found any evidence type not included in the taxonomy.  

Though some studies were selected as a result of the reliability checks, we consider it logical because 
of a wider knowledge at Phase 4 of publication selection. The checks were performed at a final stage, 
after having created a first version of the evidence taxonomy. Therefore, it was easier to identify evidence 
types, techniques and challenges. 
7.3 Data extraction and misclassification 
As mentioned earlier, since the first author extracted the data, we might have missed some evidence type. 
However, no new evidence types were found after the reliability checks, despite having a better 
understanding and wider knowledge of evidence types. 
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In many cases, we had to interpret information and make assumptions about the type of information 
considered as safety evidence, or what validation method was being used because of the lack of details. 
To mitigate this threat, the first and the second authors checked, agreed upon and refined the whole set of 
data extracted on two occasions. We also received feedback about the taxonomy from some experts.  

Finally, although we might have incorrectly extracted and classified some information, we consider 
that having several studies supporting definition of each evidence type mitigates this threat.  

8 CONCLUSIONS AND FUTURE WORK 
Safety certification is an important but complex and expensive activity for most safety critical systems. 
A better understanding of what evidence is required for certification and how this evidence is presented 
and analyzed can help reduce certification costs and further make certification results more credible. 

This paper presented a Systematic Literature Review (SLR) aimed at investigating the state of the art 
on the subject of safety evidence. In particular, the paper identified and classified the different types of 
evidence that have been used for demonstrating safety. It also examined existing techniques for 
structuring and assessment of evidence and grouped into categories. The paper presented the range of 
research challenges and needs that have been addressed and acknowledged in the literature. Further 
more the paper presented a comparison of the eight identified domains in terms of evidence types 
referred, structuring and assessment techniques identified and the challenges addressed. The scope and 
quality of the studies underlying the review were analyzed and recommendations were made for 
addressing the gaps. 

The results of the review provide a holistic view of safety evidence information and provision from 
the perspective of literature. These results provide useful insights for both research and practice. From a 
research standpoint, the challenges and gaps that have been identified are helpful for developing a future 
research agenda on safety evidence. Most importantly, the results suggest the need for more industry-
oriented, rigorous empirical studies in the area. The results also suggest the need for more studies 
reporting on how evidence is collected, structured and assessed in actual project settings and lessons 
learned from them. The results of the domain analysis provide an opportunity to identify those domains, 
which require more research effort by acting upon the lessons learned from more mature domains. As 
for practice, the results, particularly the evidence classification developed; provide a concrete basis for 
learning about and tailoring the various types of evidence that practitioners need to provide in support of 
safety. 

As part of the future work, we have planned to ground our evidence classification in practical needs 
by validating the findings of the review with the industry by means of a survey. We would like to 
compare the results obtained from the state-of-the art and state-of-the practice to identify the potential 
gaps and propose solutions. We would also like to analyze the dependencies and constraints between 
different evidence types, and classify the evidence types according to their purpose.  
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